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'JM +N$0(5. 
ACAR   !"#$%&'()*!#+ !",-.!&/0 (Accounting and Auditing Regulator) 

AI  &Zi -"&W*"97"!%pArtificial Intelligenceq 
API   !" #$%&'#$%&( )*+$,-./0123%pApplication Programming Interfaceq 
ASYCUDA% @&?B*G-rB`@&;!s"897,"*X*B`t`%pAutomated System for Customs Data) 

CamDX uX =vw -F&sJ',"*X*B`89xLy%(Cambodia Data Exchange) 

CamDigiKey uX =- z =FI!s-Zi (I!"P"O*NMOMP=89xLy%pCambodia Digital Key) 

CFRSMC ()1&20 3"4'5(675(,568$!9*-:;,65/<,&/=>? (Cambodia Food Reserve 

System Management Commission) 

CGMC ()1&/04'5(675(,@A:,B)" CD&/0&/=>? (Commercial Gambling 

Management Commission of Cambodia) 

COBIT  Control Objectives for Information and Related Technologies 

DEBC  t({8 7 m"#'3-fg8"5V%*"+mL'8"5VNMOMP=%pDigital Economy and Business 

Committee) 

DMFAS% @&?B*G@t&F@t+&6(L =%*"+; ">tR"'hi;!jL%(Debt Management and Financial 

Analysis System) 

DPI% 3R|g '50-9xB*GNMOMP=<}'({%pDigital Public Infrastructure) 

EFI% ; ",]<j *3-fg8"5V%*"+R"'hi;!jL (Economics and Finance Institute) 

EFPC ()1&20 3"4'*EA!*FG#*-HI&"JK !",L"'MN.%O> (Economic and Financial 

Policy Committee) 

FMIS @&?B*G&35V8; ",]?B!̂ *-@ &F#'@t&F@t+R"'hi;!jL<}'({%(Financial 

Management Information System) 

GDB   P(QR#&SI !T. "4 (General Department of Budget) 

GDCE P(QR#&SI !(# !",'SI &'&/=>? (General Department of Customs and 

Excise) 

GDDE   P(QR#&SI !*-HI&"JKUVCVTA (General Department of Digital Economy) 

GDIA   P(QR#&SI !-.!&/0WXY&Z>, (General Department of Internal Audit) 

GDICDM  P(QR#&SI !-L56%"6%["4'P!['?%" !",5(675(,6\)> A (General 

Department of International Cooperation and Debt Management) 

GDR  P(QR#&SI !*S]5^#XA6_]BA7*S#^'(*52,P "̀.Ua!b (General 

Department of Resettlement) 

GDNT  P(QR#&SI !'%RE'?%" (General Department of National Treasury) 

GDP   Itz0`8|g *3S=*3~Ä` (General Department of Policy) 
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GDPFMIT  P(QR#&SI !6*JK&. "cd8$%e2!5(675(,L"'MN.%O>^f')1 (General Department 

of Public Financial Management Information Technology) 

GDPP P(QR#&SI !Ac9&/0^f')1 (General Department of Public 

Procurement) 

GDPPP  P(QR#&SI !g8?WH(h'i,'HI !",j&C! (General Department of Public 

Private Partnership) 

GDSNAF  P(QR#&SI !L"'MN.%O>'HIGAkZ &7*54/?%" (General Department of Sub-

National Administration Finance) 

GDSNR  P(QR#&SI !5c8+-/:%["'HI !",J\)h A/"!@/!^'*8V8!9 (General Department 

of State Property and Non-Tax Revenue) 

GDT  P(QR#&SI !8!9S' (General Department of Taxation) 

GID   PEQ 3"4'SI ! (General Inspectorate Department) 

GS  Itz3=Åm"#'|g * (General Secretariat) 

GSC ()1&20 3"4'Hl&R\4'm'@&c5/,74'5(675(,L"'MN.%O>^f')1 (Steering 

Committee of the Public Financial Management Reform) 

GS-FSA Itz3=Åm"#'|g *ÇyÉ m'3-ÑR"'hi;!jL9"*Ö9*m0S' (General Secretariat ñ 

Non-Bank Financial Service Authority) 

IRC   !"#$%&'fRn_67',&/=>? (Insurance Regulator of Cambodia) 

LC-MEF  5&</56l&o!V%"&/0 (Legal Council ñ Ministry of Economy and Finance) 

NCPEC  ()1&20 3"4'?%"XA"%g8*-HI&"JK&/=>? (National Committee of 

Productive Economy of Cambodia) 

NPCA cVgZ &7m'?%"6pD &7J\q# (National Payment Certification Agency) 

NRMIS  568$!96*JK&. "cd8$%e2!5(675(,J\)h A/"!@/!^'*8V8!9 rNon-tax Revenue 

Management Information System) 

NSPC  5&</56l&o?%"E\B'-,Q/ rNational Social Protection Council) 

OBR 568$!9J>]6MD VsCV.&/0t/568$!96*JK&. "cd8$%e2! rOnline Business 

Registration) 

RPR !"#$%&'sCV.&/0PJA!.%O> !",6pK \ (Real Estate Business and Pawnshop 

Regulator) 

SARMIS  568$!96*JK&. "cd8$%e2!5(675(,6MD V^'*8V`)u 5c8+-/:%["'HI rState Asset 

Register Management Information System) 

SERC  !"#$%&'/hA65%&/=>? rSecurities and Exchange Regulator of Cambodiav 

SNEC  w%x/5&</56l&o*-HI&"JK?%" (Supreme National Economic Council) 

SOC  /Cy/)u A56%"6%["4'-!["->z (Security Operation Center) 
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SSR   !"#$%&'-!["->z-,Q/ (Social Security Regulator) 

TR   !"#$%&'6'3!GA&"JK (Trust Regulator) 

TSC   /Cy/)u A6)[> ]3>'&"JKT0V ì*%*?î (Techo Startup Center) 
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5-6t/!"RZ 4'-&A !",J&è>. "-$#W!*EA!*FG#'6-7nC'SI "̀GA@HAG!S&7
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56*c-Ü c!Yl/!l,-/"c9XA 58/Å\,.Ua!g8F_ ,Aà56*-V'W!4'*56V5G-76*JK&. "cd8$%e2!
&!á,/&, 6c8"*^3W!4'*56V5G-7 !",5(675(,&äG!C}6!h.6pö 56õ/T0V @HAú\GJ75%É.#&/&
-"&o@-å,#A7ï+G!Jù-7ò-7 !",S&7*J~!h.4'%5/,7c"- ê. "f!4'*S]5^#ï+2!
56-"c9g8Ü 

5&-},*-HI&"JK !",L"'MN.%O> G!S&7*J~!h.5&6z$)u !"20 6!&/0568$!96*JK&. "cd8$%e2! 
&Z>,*EA6\), ì*3åV->zH>/!V#&/0568$!96*JK&. "cd8$%e2!*ô&Z>,5&-},*-HI&"JK !",L"'MN.%O> &Z>,
c5/,7?568$!9*P&hñh->VUVCVTA@66. "/Cy4' -\*ÑHA74'*3åV6' ".%[&/0UVCVTA 56&6*S#56-"c9g8 
!",-$&["-"c9"g8î !",G!S&7*J~!h.*EA*Ñ ì&\)%7/>zm''6-7P,Qg8*AV4'5(675(,568$!9 
6*JK&. "cd8$%e2!, *'Ç6J\5&6z$)u P "̀GA&"JKc"!Z!$#, *'Ç6J\5&6z$)u P!['56%"6%["4', &\)%7 
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*-J&[V@)R\?-[,7S-52674'P "̀.Ua !",5(675(,568$!96*JK&. "cd8$%e2! !",C\'>~4'*56V5G-7
6*JK&. "cd !",3!f!'}/îÜ *HV/:V-*5/JG!!h.*EA6\), !",*EA*Ñ@HAG!S&7*J~*!]û 
5&6z$)u *!]G!&\)%7!h.P "̀5&/-\ü!7J\!}! { (  /!>-|û H\*)V '4' !",6*JK&. "cdÜ 5&6z$)u
!"20 6!&/0568$!96*JK&. "cd8$%e2! *56V5G-7*EA(\!"%W!4'*'Ç6J\&Z>,c5/,7?568$!9*P&hñh->V 
UVCVTA@66. "/Cy4'?*EA *LV#-5/6t/!"20 6!&/0-L5E-*S#@6,@J&? ¡ 5-Å67 
-\ü!7ç '}/2! p$qá@-1&F9LAl'mL'8"5Và% p:qá@-1&F,"*X*B`à% pDqá@-1&F@&?B*G% n897; "mM%
*"+% pQqá@-1&F&35V8; ",]â% 3S=#'() à% 3-58sMÖ(06%*"+-s+F|-6Å*Fä Ä*|8F35ãå9
@-1&F*M9e`ä%3RM̀ I+z>?16+I-F@!ç;I*L3é9å9â 

y`*s#'I*L;!s% I+z>?16+I-F% Öf=5+F3-XMId";Nè@&?B*G&35V8; ",]?B!̂ *P7M% nÖ8=9ê
@&?B*G&35V8; ",]?B!̂ *ë-F%@!ç;3'4&56#'3-XM-L6%*"+|8F983=Åm"#'|g *2*@8í9@&H8U&35V8; ",]
?B!̂ *2*@8-e+3-fg8"5V%*"+R"'hi;!jL%3fM9WM3mrM#'?"*"!o%*"+-3@958XL+,"fg>?&35V83,-%@-&å9
#'86(!F8XL+@8&AB(C *" 7 &*8973*ìâ%y+3*ì3,4!%3=Åm"#'|g *2*@8í9@&H8U&35V8; ",]?B!̂ *%
8î *!e0,MfH806% *"+å9|*y@&ë6% 3=M#'I*L;!s@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!̂ *
3*ìâ%@8í9#'l'2*@8-e+3-fg8"5V%*"+R"'hi;!jL,,e=&*ïL8?"*"!o%*"+ñs=F3~&=F3=M-63(M t3@ +
&35V8; ",]?B!̂ *%*"+,J't90t9*)%yIX8?"*"!o3=M,"fg>?P; "#% 2*t3@ +3-XM-L6â% 3ó3?=Öf=
t3@ +3-XM-L6Id";Nè@&?B*G30ì% Ä*3'4&56'e5ò=F% *"+@!H9@!ç;16+,"fg>?&35V83,-% *"+,"fg>?
P; "#, I+z>?I*L;!st3@ +Ç5|8F3-XMt3@ +30ì3ô#*FI+z>?ñs=FR"'hi&W1*-@ &FI*L;!s
t3@ +% 3fM9WM,,e=Ä*P; "#-@ &F3'4&56â% I+z>?3@#9öÑ,@8-e+3-fg8"5V% *"+R"'hi;!jL16+
I-F@!ç;5J='e9I*L;!s@8&AB(C 3*ì%@&8&3|`<7 '!M,,e=AL-@!ç;Ax-F%-63b-3@95Ä**J;3S=-

&6(+Öf=Ä*|8F35ãâ 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!̂ *@8-e+3-fg8"5V%*"+R"'hi;!jL@!ç;Ä*ë!F,L8uy%
õú8<''-Fù% Öf=Ç5*H+@!ç;Ö8-@9û=y`u3R!L% 3fM9WM}0*J;-+z!">?% *"+>?-9@-&3ô
å9#'; ";Nè~ü + &F'RB-2*&35V8; ",]%8îfJ5y#'; ";Nèy8FÖ-s+2*<j *#'() 3-fg8"5V%*"+-+z9â 
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STC>)?$*+>U*V" 

$.$.%&' "#'() %*"+,-/01*2*#'3'4&56*" 7 &*897 
&Z>,6' "4')b 6H".%[!bw-oL&/0 ¡¢£, 4'' V&J*5/V!@XZ&. "cd^â-[ !",6*JK&. "cd ?8"*--

6*JK&. "cdUVCVTA G! !",&\8>,*AJ'h6n,F_ ,Jù-7 !",2!4'. ".UaF_ ,é67'L$- 58/Å\,G!
R\/&!h.c-|RÅ!T0Vç HhJ? *-HI&"JKUVCVTA, -,Q/UVCVTA !",'SI "̀GAUVCVTA ?*HV/Ü  
6*JK&. "cdUVCVTA5%É.G!ú%7c>&k?4tAV&'T0VHä2!^'1-\ü!7 &Z>,4'C\'>~&\*)V !XA"%g8
*-HI&"JK !",-,Q/ 58/Å\,56-"c9g8W!4'm''HIGA !",4'X[A7*-i*X|,ç Ü *S#*/VA*¤V~
!h.!"RZ 4'Å\,*!], nC'SI "̀GAG!S&7*J~ï+P!>.%[!h.5&6z$)u *EA!*FG#*-HI&"JK !",
-,Q/UVCVTA&/=>? ¥£¥¦§¥£{¨ -\*Ñ&^,*-HI&"JK !",-,Q/UVCVTAHä'-7'*. V& !",6RY 67
/&&äG!S&7*J~!h.*EA!*FG#'SI "̀GAUVCVTA&/=>? ¥£¥¥§¥£{¨ -\*Ñ&^, !",
@564á #'SI "̀GA*Ä?'SI "̀GAUVCVTAÜ c!Yl/*!] #>c9^â-[6MK *4)-H\q&74AcV ¦ G!
6@!O/ ì6*JK&. "cdî ?sc"g8(!ál]&Z>,J\*q/sc"g8Å\, ¨ *LV#G!6@!O/6MK *4)cV ¨ ì4'
P "̀.Ua*-HI&"JK !",-,Q/UVCVTAî @HA2!/>\J\!}! ¨ *ô&Z>,*R]Ü &"JKz"%z\56l,@56,t/'#14'
S&7*J~!h.*EA!*FG# !",#>c9^â-[Å\,*!] ( *HV/:VfRG!!h.H\*)V 'Jù-7ò-7 &Z>,
*EA*Ñ*é= ]*Ä4!74'*3åV6' ".%[&/0UVCVTA @HA56*c-&/=>?5%É.-*5/Jï+ü!@%G!Ü 

&Z>,'#1*8A562)C"% 3 c-.%|' b/&*!]û 5&-},*-HI&"JK !",L"'MN.%O>G!6\*8~ 

/>zm'?*-R3"4'Ch!nC'SI "̀GA&/=>? &Z>,4'C\'>~4'&^, !",P "̀.Ua5(l]*-HI&"JK?%"5-6
*Ät/6' "4')b 56*c- !",%\6!7 58/Å\,G!Hl&R\*'Ç6J\ !",P!>.%[!h.*EA!*FG#85,l, 

-O"'g82_ 5&É*-HI&"JK !",L"'MN.%O> &Z>,*EA*ÑP "̀.Ua*-HI&"JK !",*AV&%*/ÖV,CV.g856?C!Ü 

*HV/:V-*5/J!h.*6-&&/0'6-7zá}!, 5&-},*-HI&"JK !",L"'MN.%O> G! !",&\8>,*56V5G-76*JK&. "cd
8$%e2! !",6*JK&. "cdUVCVTA -5267E\5c, C\'>~ !",8*!áë!HA74'P!>.%[&/0. "3V*EA!*FG#
'6-75&-},zá}!j,íY A7 58/Å\,&/0. "3V@&c5/,74'5(675(,L"'MN.%O>^f')1 (Public Financial 

Management ñ PFM)% '6-7nC'SI "̀GA&/=>? @HAfRï+G!!h.()*!#+g8, %2á g8, 

56-"c9g8 !",-$&["-"c9"g8Ü -/"c9XA?*5JV!G!*AJ*ñV,t/'#1&"JKz"%z\56l,@56,ó%5^&-

5^![ !",#&J"%[c>&S&7 @HA'}/2!4'6*,ÖV%!h.(\!"%X[}J*X[V/&Z>,4'*'Ç6J\ !",S&7ï+H\*)V '4'
!h.568$!96*JK&. "cd8$%e2!/}#J\!}! &Z>,4'*3åV6' ".%[&/0 !",-å$#56.%["&/04'm' !",4'X[A7*-i 

^f')1 @HA2!. "̂ Ag83\chA\chò#5(6H)[ 67chÅ\,56*c-Ü P,Qg8*54/ïic5&-}, 
G!m&/&ú67*X[V/P "̀.Ua568$!96*JK&. "cd8$%e2! -5267*56V5G-7&Z>,56%"6%["4'56ú\WT©'6-7
zá}! -\*Ñ-*5/JG!!h.*6-&/0'6-7zá}!ï+2!56-"c9g8z=-7Ü ?/}#!l,Ac9XA@HA-*5/J
G!?*5JV!&!á,/&, 5&-},*-HI&"JK !",L"'MN.%O> *ô@%6![*3åV&"JK4'F_ ,-&/0 56&6*S# 0̂ '%V
#&J"%[c>&S&7 !",g856<,56#$%Zz=-76\X>% -\*ÑfR-*5/JG!!h.*EA*ÑP "̀.Ua*-HI&"JK 
!",*AV&%*/ÖV,CV.g856?C!Ü 

8*w+98% #'3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *3ó8XL+@8-e+3-fg8"5V% *"+R"'hi;!jLÄ*¢w+
#!Ff6£8F#=-6Å*Fä%9e`56*e*%3|`ò&Fë&Få6+?M%p$q-#'3mrM#'å9Ö&&@&2?(M %Öf=#'l'
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-XJ=I*L;!s3|`9"*3@&M&35V8; ",]?B!̂ *1=FÖ!3<ìà% p:q-#'3mrM#'å9Ö&&NMOM!J&*M`897 
(Digitization)%Öf=3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *-@ &FÖ!ñïL8,"*X*B`3fM9WMl`@-û=Ö-r+'8%
A({Öf=#'l'-XJ=3óÖ!I*L;!s3|`9"*3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *% *"+% pDq-#'3mrM#'
å9Ö&&NMOMP=J&*M`897%Öf=#'I*L;!s#'l'-XJ=9e`56*e*m6?H+Öñê83=M@&?B*G&35V8; ",]?B!̂ *â%
t"!@!H93?=3*ì%@8-e+3-fg8"5V%*"+R"'hi;!jL%8îfJ5yòO'|g d"Ä=89xLy86?L+-j"!3ó8XL+f6£8F-
#=,M% D% 3|`Ä*3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *-@ &F&63?ã#'l'-XJ= y?"3--3=M
,"fg>?#'l'-6Å*Fä 9e`56*e*â%8XL+,"fg>?y'e9%@8-e+3-fg8"5V%*"+R"'hi;!jL%8îfJ5yòO'|g d"Ä=
89xLy9"*1*F¤*f=Ff6£8F#=% 2*#'3mrM#'å9Ö&&&' ";!s897NMOMP=16+@-í+3ó3KM̀ 3,% n
Ç5*"~`Ä*u9"*1*F¤*f=F#'#w `Awe*y'|g d"Ä=NMOMP=3?ã3=ã3ó3KM`â% &üLÖ*s%
#'A"!A6%*"+-9",Gñ=8*w+98%'&-F@8-e+3-fg8"5V%*"+R"'hi;!jL%8îfJ5yòO'|g d"Ä=89xLy%Ä*
O6'Lãöo89xLy-j"!3ó8XL+f6£8F#=f6&J+2*#'3mrM6' ".%[&/0UVCVTA% @?916+Ä*ñs=F*J;9J=|g *
@tHì~ü +-6Å*F%*"+&5VB`fî@&3-M'8XL+f63(M '¤*3ô-3@95Ä*#'3mrM&' ";!s897NMOMP=3?ã3=ã
3ó2P¥Å+9LAâ 

,*ïH9*H+-9",Gñ=Öf= *8*w+98à% #'@&!"&!s"% *"+@t&F@t+@&?B*G&35V8; ",]?B!̂ *8XL+
@8-e+3-fg8"5V% *"+R"'hi;!jL% 8î86?L+Ö!Oe&@&,ì*J;&Z[ -7Lt<7 ã% *"+8ås @&\99e`56*e*ñ+Öf'%
16+3ó8XL+,"fg>?2*#'Id";Nè%*"+@t&F@t+@&?B*G&35V8; ",]?B!̂ *à%,"fg>?2*#'@t&F@t+,"*X*B`%
8îfJ5y,"fg>?2*#'; "*"3~t3=M#'Id";Nè%*"+ÖP16@&?B*G&35V8; ",]?B!̂ * y3fM9â%?c"HIg8'}/
W!6pö -0>( 0̂ ~ !",ú&7*5-]*!], 568$!96*JK&. "cd8$%e2!@HA&\8>,P!>.%[6JK>6:!Zª&7*ô@6&-

@z«&8VEZ  *S#/"!2!4'T=&7 !",@J&' \@A&c"!Z!$#ï+EZ *Ä. "~*Ä/& 58/Å\,/"!Å!72!-[,7S
'}/-52674'P "̀.Uaû 56%"6%[" !",t/S!*ô*ñV#Ü *6V8"!"%+ï+4!7@%?&7ò&7 6pö 56õ/
@HA&\8>,C}656c]2!HhJ?¬ r¦v-3!f!/!>-|*ô2!&5/"% Å\,J\!}! !",C\R~6*JK&*c-û 
r¥v-4'. "!"*F( !",4'E\5cT. "4*AV4'P "̀.Ua568$!96*JK&. "cd8$%e2!*ô2!&5/"%û r{v-

c"!Z!$#*ô2!g8n#G_ # !",/"!2!-[,7S *LV#4'@J&' \@A&c"!Z!$#*Ä. "~*Ä/&*ô2!
&5/"%*ô*ñV#û r¡v-&,å]ü%!h.*EA4')b -[,7S'}/-52674'P "̀.Ua568$!9 û r¨v-4'*56V5G-7
*LSI 'JR-/=$!9%gD 67 !",/Cy/)u Ac"!Z!$# *ô2!Å!72!56-"c9g8 !",-$&x"-"c9g8z=-7 
!", r­v-4'íá -76[h'.6:3/e4'm'*ô2!g8# %F_ . ?*HV/Ü 

@Xà&t/6' "4')b  !", Ô !g8ü,*AV 4'*'Ç6J\5&6z$)u !"20 6!&/0568$!96*JK&. "cd
8$%e2! ( 2!g8ú\GJ7 !",^'1-\ü!7üá \, *HV/:V*3åV->zH>/!V#&/0568$!96*JK&. "cd8$%e2!@HA
&\8>,@%56%"6%["Å\,P-7 !",fRHA74'P "̀.Ua !",56%"6%["568$!96*JK&. "cd8$%e2!Å\,*R]5-6
t/*EA4')b  !",-[,7SJù-7ò-7 -\*Ñ6*5/VHA74'P!>.%[/>zm''6-7P,Qg8*54/ïicï+
2!56-"c9g84'm'Ü 5-6t/w%[2!>.%[!bP!['?%" !",4'. ".UaW!6*JK&. "cdû 4'ú%7c>&568$!9 
6*JK&. "cd8$%e2!Å\,P-7*ô&Z>,5&-},*-HI&"JK !",L"'MN.%O> ?568$!9*P&hñh->VUVCVTA/}# P!>pN %
ï+5&6z$)u @HA*'Ç6J\*ñV,-/5-6?/}#!"20 6!&/0568$!9*P&hñh->VUVCVTA@66. "/Cy4'Ü z)1
*8A@HA&\8>,-O"%*ô&Z>,H\q&74AH\6h, W!4'*3åV6' ".%[&/0UVCVTA*ô*ñV#, 4'("%(h*'Ç6J\
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568$!96*JK&. "cd8$%e2!'6-75&-},*-HI&"JK !",L"'MN.%O>t/!"20 6!&/0568$!9*P&hñh->VUVCVTA
@66. "/Cy4' 5%É.ú67*X[V/*3åV*ñV,*J~8V/hASI !3\A0/, *'Ç6J\*S#-!|l/ç !",*3åV*S# 0̂ '%V 
56<,56#$%Zz=-7 -\*Ñ6*,ÖV!56-"c9g8 !",XA"%g8 z)1@HA5%É.4%76!O#ª!" $̀# !",6JK$#
P-&/0*X|,ç ï+*ô%"J%}J6\X>%Ü 4'*'Ç6J\5&6z$)u !"20 6!&/0568$!96*JK&. "cd8$%e2!5&-},
*-HI&"JK !",L"'MN.%O> &ä!l,4á #?/_h@HA !",?/hASI !Hä2!^'1-\ü!7-52674'®!*Ä 

P!>.%[P "̀5&/ ì'SI "̀GAÅ\,/hA - Whole-of-Government ApproachîÜ 

$.:.%;"<=>?2*@8&AB(C *" 7 &*897 
ì5&6z$)u !"20 6!&/0568$!96*JK&. "cd8$%e2!5&-},*-HI&"JK !",L"'MN.%O>î 2!. "̂ Ag8

5(6H)[ 67HA75(67P,Qg8*54/ïic5&-},*-HI&"JK !",L"'MN.%O> 58/Å\,P,Qg8 ê Ô 6$!*54/
sq8dGA !",*54/ïic'HI/â![V5&-},*-HI&"JK !",L"'MN.%O>Ü P,Qg8 ê Ô 6$!-O"%*54/
sq8dGA5&-}, ê*54/ïic'HI/â![V -\*ÑHA7P,Qg8P!['5&-},û Ô 6$!@HA2!A&è)1 
PJ"Wâ![#b êP,Qg8*X|,*cÇ%@HA-O"%*ô*5¯'JR-/=$!9'HIGA'6-75&-}, 6_>@![2!'HI/â![V5&-},
*-HI&"JK !",L"'MN.%O>?56f!û 2!P(Q*Aü3"4'SI ! ê*Aü3"4'SI !-O"%*ô5&-},û ê2!&MK67
T. "4-O"%*ô&Z>,5&6z$)u T. "4&/0. "3V'6-75&-},Ü 5&6z$)u *!] *í[ %*AV/>zm'B&78$!9*Ä!l,4'
*56V5G-7568$!96*JK&. "cd8$%e2! !",568$!96*JK&. "cd8$%e2!Å\,P-7@HA&\8>,56%"6%["û &\8>,
P "̀.Ua !",*5E,!l,P "̀.Ua*ôWT©ü,/>z *S#5%É.P!>*ò/t/*EA4')b *ô&Z>,5&6z$)u *!]Ü
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WTCQL 2X,&',72=>1$YZY)3+[+\+]^_2&$)EF>)GH$:?@ 2:FI:!JK45L3
#'?"*"!o3=M<j *>?&5VL&W*XI6?M@&?B*G3I8JKJ-LMNMOMP=2*@8-e+3-fg8"5V *"+R"'hi;!jL

&l[ ãöo3¦Mã5§-F?M&Z[ @&\9 *"+ö#- Öf=y'e9*H+ñs=F*J;9J=|g *5§-Fé-F-@ &F#'
?"*"!o *"+-3@955"!s3=M`*s#'Öf=@!ç;|8F35ã-@ &F@8&AB(C *" 7 &*8973*ìâ
:.$.%,-/01*D8E?B*F*G+@&?B*F3H8IJI-KLMLNLO=

568$!9*P&hñh->VUVCVTA*ô&Z>,j&^'!"20 6!&/0*!] -\*Ñ*AVP!['-&/0'i,P,Qg8*54/
ïic !",*54/sq8dGA5&-},*-HI&"JK !",L"'MN.%O> t/'#14'*56V5G-7568$!96*JK&. "cd
8$%e2!û &/0. "3V, c"!Z!$# !",6*JK&. "cd *HV/:V6*5/VHA7XA56*FC!bP,Qg8 &äHhJ?5&-},*-HI&"JK
!",L"'MN.%O> Å\,/hAÜ

:.$.$. @&?B*F3H8IJI-KLMLNLO=
568$!9*P&hñh->VUVCVTA -\*Ñ*AV6q[ ~-0>( 0̂ ~ rComplex Network) W!P!['-&/0

'i,/!>-| ê Ô 6$!, 3>'&"JK, 568$!9 ê&/0. "3V, c"!Z!$# !",6*JK&. "cd !",4'Å~#&P%O56*FC!b
?P%"6'28V568$!9*!]Ü ?ch*Ä (\'hW!4'*'Ç6J\568$!9*!]sJ@6,@J&? 3 56*`c 3\ç @HA'}/
2! (¦v-568$!9'}/3\@%/}# (Traditional Monolithic System)û r¥v-568$!9@66/_hU>A (Modular

Monolith System) !", r{v-568$!9*P&hñh->VUVCVTA@66. "/Cy4' (Decentralized Digital 

Ecosystem) r'h6g8cV ¦vÜ t6'J16+ D 3*ì  *=8Ü({8"*-- !",5%É.G!*56V5G-7t/6' "4')b
'6-7 Ô 6$!*'Ç,ç zá}!Ü

'h6g8cV °¬ 4'*56Ç6*3Ç656*`cW!568$!9*P&hñh->VUVCVTA
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$q- 568$!9'}/3\@%/}#¬ y@&?B*G'e99e`%Öf=@t&F#'8<+à%@&!"&!s"à%ÖP16 *"+Id";Nè%@!ç;
3mrM3KM+8XL+@&?B*G'e93*ì%3|`9"* *#'Ö&+Ö583ôå99üJNL=3KM̀ â%@&?B*G@&3d,3*ì%l`@-û=
Id";Nè% *"+|8Föof63(M '#'% 3ó3?=Öf='50-9xB*G% *"+9LAl''&-F<j &B*3ó *56*e*!"5!e5â%
&Ö*j9?M3*ì% #'3@&M@Ä-F@&?B*G@&3d,3*ì% ñs=F>?l`@-û=8XL+#'-@9&-@9û=% *"+@t&F@t+%
3|`<'9"*!@9ç;öo *`*s#'3mrM#'¢w+I+z>?3@5M*â% ~ü +£9"ã @&?B*G@&3d,3*ì *&Z[
9e`56*e*% fJ5y%>?=6Ä88XL+#'ÖP16,% Ö8-@9û=% *"+&Ö*j99LAl'3@5M*% 3ó3?=Öf=@&?B*G@!ç;
?@+M8; "<=>?%@?916+#'@&\9¨*"dB`Ax-F2*#'fe=9e`fe=16+I-F%y+t6'J@&?B*Gf2,3,4! 

8XL+3?=@&!"&!s"#'â 

:q- 568$!9@66/_hU>A¬ y@&?B*G9e`Öf=; ";Nè35ã?M@&?B*G'e9m6Ö!9e`% 3fM9WM3|ì@<`
56(L 5ArìÅ!9e`56*e*'&-F@&?B*G'e9m6Ö!9e`% y?"3-->?=6Ä88XL+#'Ö8-@9û=% *"+&Ö*j9 

9LAl'3@5M* 3ó3?=Öf=@&?B*G@!ç;?@+M8; "<=>?â% @&?B*GÖ&&9üJNL=Ç53|ì@<`>?=6Ä8
8XL+#'Ö8-@9û=@&?B*G%å9'`{#'&3+©M!y9üJNL=!J5ä%Öf= *9LAl'ú8òOo?M9üJNL=f2,3,4!â%
#'() 3*ì%*H+9"*3mrMöo *>?=6Ä88XL+#'Ö8-@9û=@&?B*G%3ó3?=Öf=9üJNL=P7M£9e`@!ç;Ä*
&3+©M!3KM+%n3ó3?=Öf=9üJNL=£9e`@!ç;3mrM&5VL&W*X>?â%~ü +£9"ã%#'3@&M@Ä-F@&?B*G@&3d,
3*ì%8îñs=F*J;&Z[ m6ä%56*e*%D%ñ+Öf'%'e *%p$q-%>?ú8òOo'&-F9üJNL=*M9e`ä%3ó *8@9"!à%p:q-
>?-7Lt<7 ã3ó8XL+#'?@+M8; "<=>?2*@&?B*G% *"+ (D)->?-7Lt<7 ã8XL+#'3mrM3!-s3ó8XL+
@&?B*Gâ 

 Dq- 568$!9*P&hñh->VUVCVTA@66. "/Cy4'¬ ñïL`?M@&?B*G16+% :% Å+3=M 568$!9*P&hñh->V 
UVCVTA@66. "/Cy4' 5%É.G!*'Ç6J\*ñV,*S#P!>pN %ï+568$!96*JK&. "cd'6-7P,Qg8!V/}#ç sJ
H\*)V '4'G!*S#j&nC+ !",2!P!['56%"6%["4'?/}#EZ *Ä. "~*Ä/&?568$!9*P&hñh->V@%/}#Ü%
y,J3ô% @&?B*G@&3d,3*ì@!ç;Ä*3@&M@Ä-F3ó8XL+<j &B*Öf= *'50-9xB*Gm6%  *I+z>?3@#9
56(L ì3@5M*â% @&?B*G@&3d,3*ìñs=FI!j@&3~O*)% 8îfJ5y3|ì@<`*J;&Z[ Öf=Ç538M!3KM+3ó
3?=3@&M@Ä-F@&?B*G'e9m6Ö!9e`%*"+@&?B*GÖ&&9üJNL=â%I!j@&3~O*)16+30ì% *fJ5y%&3+©M*>?
l`@-û=f=F#'@t&F@t+%*"+Ö8-@9û=%n&Ö*j99LAl'3ñ/+ä%'&-F@&?B*G3óå9I+z>?*M9e`äà%
86(!F?M-",G3=M#'3@&M@Ä-F% *"+@t&F@t+,"*X*B`Ä*y8Fé8Fà% *"+#!F&*j`#'@&\9*J; 
¨*"dB`2*#'fe=9e`fe=16+I-F%3|`<'>?|5F3|`ÖK8?MSX ?M@&?B*G9e`3ô@&?B*G9e`â%
~ü +£9"ã% @&?B*G@&3d,3*ì% 8î *&Z[ 9e`56*e*% Öf='e9 *fJ5y% #'=6Ä88XL+#'-@9&-

-@9û=3=M`*s#'#'l''Ñ+I+z>?*M9e`ä% 8îfJ5y#'3mrM-0G *897% *"+3mrMI*s'@&!"&!s"#''Ñ+
@&?B*G% *"+@&?B*Gâ% #'() 3*ì% 191'öo *#'3'4&56@8&AB(C I*s'@&!"&!s"#'% 8îfJ5y`*s#'
#'l'8XL+#'fH806%*"+-@9&-@9û=5§-Fé-Fâ 

!W"!u568$!9@66*P&hñh->V2!6JK$#P. "CD2!/}#J\!}!û 568$!956*`c*!]86?L+#w `yO3@9M-
3?ã*"`9-@ &F<j &B*Öf= *@&?B*Gm6ä% 3@5M*%y?"3--563Eì<j &B*Öf= *'50-9xB*Gm6%
 *I+z>?56(L ì%*"+ *9LAl'3@5M*â% @&3,-9e`56*e*%Ä*%*"+86?L+3@&M@Ä-F@&?B*G3I8JKJ-LM 
NMOMP=Ö&&; "9Oª#'3*ì% -@ &F#'@t&F@t+#'3@&M@Ä-F@&?B*G&35V8; ",]'&-FòO'|g d"Ä=Awe*%
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Öf='e9 *fJ5y%-R'fgÇ39' "8,%-"+[&L' M, 8J3' üÅ+!WJ+, #£|, IJ«<s =M *"+5@8d?I+F3tw-% 
y3fM9â% @8í9R¬L*I*s'y!"m6ä% y3@5M*% fJ5y% Amazon, Netflix% *"+ Spotify 8îÄ*% *"+86?L+ 

3@&M@Ä-F@&?B*G@&3d,3*ìñ+Öf'â%-@ &F@8-e+3-fg8"5V%*"+R"'hi;!jLà%8XL+563£9@&3d,16+%Dà%
568$!9*P&hñh->VUVCVTA@66. "/Cy4' 2!g8-/5-6-52674'*56V5G-7 *S#@Xà&*AV Ô !g8
6JK>6:!ZW!4'*56V5G-7568$!9û 'JR-/=$!9 Ô 6$! 58/Å\,J&è>. "-$#@.,é© #&Z>,4''}/J\@)&HA7
4'*3åV6' ".%[&/0UVCVTAÜ 

:.$.:.%*" 7 &*897-P@Q- 

!"20 6!&/0-L5E- (Enterprise Architecture) ?5&6z$)u c-|RÅ! &äHhJ?@X!cV
/(Q*c-&b-5267*'Ç6J\@&-5/±A/>zm' !",#![4'56%"6%["4''6-7%}P,QB&78$!9Å\,P-7'6-7 

Ô 6$! &Z>,568$!9*P&hñh->VUVCVTA @HA2!g83\-\8V,-\*B, !",2!P!['-&/0*5JV! *HV/:VsJ
-*5/J*EA6\),'6-7 Ô 6$!*S#56-"c9g8Ü  -L5E-*ô&Z>,!"20 6!&/0-L5E- -\*Ñ
HA76)[> \ '6-7P,Qg8*ô&Z>, Ô 6$! Å\,*ô&Z>,. "-$#j&C! !",. "-$#^f')1 @HA2!*EA*Ñ
'}/&Z>,4'6*5/VHA756*FC!b Ô 6$!Ü 4'P!>.%[t/!"20 6!&/0-L5E-!l,fRk 5(67%}P,Q
B&78$!9Å\,*R] !l,*3åV4'*'Ç6J\, P "̀.Ua !",56%"6%["568$!96*JK&. "cd8$%e2!'6-7zá}! 5-6t/
*EA4')b  !",-[,7S@HAG!&\)%7 58/Å\,fRk568$!9!V/}#ç sJ*3åVP!['56%"6%["4'
?/}#EZ G!*S#'Lh!Ü 6@!O/8V*!] !"20 6!&/0-L5E- &ä&\)%78Vc\R&7c\!,Jù-7ò-7
'i,6q[ ~%gD 67, ªH@.' @HA2!2_ ->V!*/ !",w6&')b 6*JK&. "cd8$%e2!HWc*cÇ%, &/0. "3V 
!",c"!Z!$# *HV/:V6*,ÖV!56-"c9g8W!/>zm''6-7 Ô 6$! !",4%76!O#WTáJ\q#*X|,ç @HA/"!
ú\GJ7Ü 

(}'(h-' \*AJX,@H'k !"20 6!&/0-L5E- /"!@/!?56f!6c êB&+T0V@HA*cV65%É.
G!6*,ÖV%*R]*cÜ !"20 6!&/0-L5E-*!] 5%É.G!*56V5G-7P-7'#1*8A*5JV!?, ¨£ éZ \ !",
G!ãá,4%7 { H\q&74A'}J/&*LV# t/4'. ".UaW!6*JK&. "cdÜ !"20 6!&/0-L5E- 5%É.G!
#&*Ä*56V5G-74A8VH\6h,*ô&Z>,5&</L²>!3\ç HhJ? 5&</L²>! IBM, 5&</L²>! Coca Cola !", 

5&</L²>!CV&*56, ?*HV/Ü 6RY 67/& 'SI "̀GAW!56*c-/}#J\!}!HhJ? -L'HIs*/' "&, -",ö6>' Vû 
&h*' _ü,%:h,û 4qS, Ph5 [̂ AV, J5&`8P,7*(á- ?*HV/ G!ú67*X[V/*56V5G-7!"20 6!&/0 
-L5E- &Z>,4'5(675(, !",*'Ç6J\568$!96*JK&. "cd'6-7zá}! *HV/:VfRHA756-"c9g8W!4' 
*56V5G-76*JK&. "cd8$%e2! &Z>,4'-*5/J!h.*6-&&/0 &äHhJ?*EA*Ñ'6-7zá}!Ü 

3ó8XL+#'; ";Nè5L+3@#`% *" 7 &*897-R@S- @!ç;Ä*Ö5835ãy% Q% @-1&F% t­% p$q-
@-1&F9LAl'mL'8"5V% (Business Layer)% Öf=86(!F?M3S=&6(+% *"+3S=3b'&-F<j &B*%
p:q-@-1&F,"*X*B`% (Data Layer) Öf=86(!F?M#'3'4&56@8&AB(C Id"Ä=8"5V,"*X*B`% 3fM9WM
@t&F@t+, Ö58' 6Ö=8% *"+3mrM-0G *897,"*X*B`@t&F@&?B*GE8F?B*Gà% pDq-@-1&F@&?B*G% *"+897; "mM%
(Application Layer)% Öf=86(!F?M#'Id";Nè,% #'|8Ff63(M '#'% *"+#'@t&F@t+@&?B*G% *"+ 

897; "mM% 3fM9WM}0®oÄ*#'3@&M@Ä-F9LAl''e9% *"+I*s'@&!"&!s"#'y9e`SX % *"+% pQq-@-1&F 
&35V8; ",]% (Technology Layer) Öf=86(!F?M3R|g '50-9xB*G,% &£s ã,% 9Oª9(C =,"*X*B`%
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pData Centerq *"+@&!"&!s"#'-*s"-LANMOMP=â @-1&F16+%Q% 3*ìy@-1&F3S=%A({Öf=
<j &B*Öf=Ä*`8*" 7 &*8973*ì3ô3@&M@Ä-FÇ53mrM#'Ö8-@9û= n&Ö*j9- ->t-6Å*Fä
&Ö*j93,4!5J=3ôå9@-1&F*M9e`ä Ç@-B`å9<j *>?y8FÖ-s+â #'() 3*ì%Ä*&l[ ãöo
3¦Mã*J;>?&!FÖ&*2**" 7 &*897-R@S- -@ &F<j &B*3@&M@Ä-Föo@-&å9<j *>? *"+
&' "#'() Awe*â 'J&>?,M : Å+3@#9&l[ ã?M@-1&F16+ Q 2**" 7 &*897-R@S-â

3&M3@&4&3m4&y9e`,M@8í+à *" 7 &*897-R@S-3@&4&Ä*3ô*H+Öñ*#'39-@ &FId";Nè
,M@8í+9e`16+9J= Öf=!@9ç;öo *#'3'4&56*" 7 &*897y8Fé8F-@ &F#'8<+'50-9xB*G
3ñ/+ä Öf='e9 *fJ5y ñwJ;, @&?B*G=J, @&?B*G,H8, &£s ãItzM-*M *"+&w+F pLayout) -@ &F,M@8í+
16+9J= @?916+@&3d,2*9LAl' *"+3-Ñ2*!6&*F*M9e`ä 3ó8XL+,M@8í+â y,J3ô ,M@8í+Ç5@!ç;
Ö&+Ö58y%Q ÖñX8m6ä%Öf='e9 *%$q-!6&*Fà%:q--9!j>?9*L-/ *"+- ̄'3@&M@Ä-Fà%Dq-IS'%
(Physical Building) *"+ Qq-'50-9xB*G% fJ5y &£s ãñwJ;à @&?B*G=Jà @&?B*G,H8 *"+&£s ã
ItzM-*M y3fM9â
:.:.%#'-"8R?L&5SK&T*U>?2*@&?B*F3H8IJI-KLMLNLO=

&Z>,*HV/éZ \ ¥£¥¡ 568$!96*JK&. "cd8$%e2!*ô&Z>,568$!9*P&hñh->V*!] 2!J\!}!-'L&
@& (y%:kk% @&?B*G% Öf=Ä* *"+86?L+'e956Ö(8~ü +-6Å*F8XL+#'O6'Lã#'3mrM&' ";!s897 *"+
-rB`@&;!s"897#'l'öoÄ*yI!"&' â @&?B*G&35V8; ",]?B!̂ *16+I-F3*ì 8îÇ53mrM#'Ö&+Ö58
3ôå99LAl'm6ä% 16+% T% Öf= *fJ5y% p$q-#'@t&F@t+56(J =à% p:q-#'I*L;!s56(J =á
56£` *"+8"5V@&!"&!s"#'R"'hi;!jL *"+t(3*`o2*P; "#'fgà%pDq-#'; "*"3~t<}'({à pQq-
°-UR897R"'hi;!jLà p_q-'fgÄ=àm*}*9*L-/à<'3?Md(C *"+@,?o-9W!s"'fg *"+3-Ñ<}'({
*"+ pTqá ü @8ç3-fg8"5V, -;*897 *"+Im"#'8"5Vâ 'J&>?,M D Å+3@#9&l[ ã?M@&?B*G&35V8; ",]
?B!̂ *&3@9M9LAl'-XJ=å9I+z>?%3|`Ö&+Ö58å99LAl'2*@&?B*G16+30ìâ

'h6g8cV ³¬ c\*!V6&/0J>,*54#W!!"20 6!&/0-L5E-
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'h6g8cV ´¬ 568$!96*JK&. "cd8$%e2!@6,@J&t//>zm'
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@&?B*G&35V8; ",]?B!̂ *16+I-F%8îÇ53mrM#'Ö&+Ö583ôy%:% @8í9% Öf='e9 *%-6(L6 2*
@&?B*G&35V8; ",]&3@9Mf=F#'@t&F@t+@&?B*GR"'hi;!jL<}'({%*"+-6(L6 2*@&?B*G&35V8; ",]?B!̂ *
3ñ/+3,4! Öf=#'ñsL 6SX 2*-6(L6 16+@!ç;Ä*86(!Fuy%õ@&?B*G3I8JKJ-LMNMOMP=2*#'@t&F@t+; "-B`
3-fg8"5V%*"+R"'hi;!jLùâ 

8.%897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({ 
897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({%pPublic Financial Management Reform 

Program ñ PFMRP)%@!ç;Ä*@&#-|8FöoI*L;!sy&*s&0ï &F3|`%3E=t­ë&Få6+?M X 6%:kkQ%
'RJ!98,=F3?=3*ì% 3|`Ö&+Ö58y% Q% f6£8F#=â% f6£8F#=,M% $% Ä*ë&F3ñsM93ó X 6%
:kkQ% 3|`3vs !3=M% õ#'8<+>?3O±,L85"!s2*P; "#ù% Öf=Ä*I*L;!s'RJ!f=F X 6% :kkc%
3|`-3@95Ä**J;=,Gñ=t*wHìy9J=|g *%-@ &Ff63(M '3ô#*Ff6£8F#=&*s&0ï &Fâ%f6£8F-
#=,M%:%Ä*ë&F3ñsM93ó X 6% :kk²% 3|`3vs !3=M% õ#'8<+t(3*`o>?R"'hi;!jLù% 3|`
f6&J+Ä*86(!F`8Öñ*#'-897>?'`{3?=% _%  X 6% *"+Ä*&Ö*j9'`{3?=% :%  X 6&Ö*j93,4!%
-@ &FI*L;!sâ%&0ï &F?MÄ*Ñ`!29w3=M#'I*L;!s'`{3?=%Y% X 6%8XL+f6£8F,M%:%'e598, òO'|g - 
d"Ä=-3@95ë&F3ñsM9I*L;!sf6£8F#=,M%D%?M X 6%:k$T%f=F X 6%:k::%3|`3vs !3=M% õ#'
ñU'>a &FP; "#3ô*H+3S=*3~Ä`ùâ% Öñê83=M-9",Gñ=8XL+'`{3?=O"!% :k%  X 6% 2*#'I*L;!s
16+%D%f6£8F#=, òO'|g d"Ä= *9J=|g *@t&F@S*F-@ &F#'I*L;!sf6£8F#=,M%Q%3|`
3vs !3=M%õt(3*`o>?-9",G897ù%Öf=Ä*@&#-|8FöoI*L;!s#=?MÖA%9M0% X 6%:k:D%8*w+
3ô3*ìâ%8XL+#'I*L;!s897; "mM3*ì% &35V8; ",]@!ç;Ä*ë!F,L8uy°&8'() t*wHì-@ &FO6'Lãf=F#'
3mrM-rB`@&;!s"897#'l'% *"+&3+©M*@&-",G>?#'l'â% @&?B*G&35V8; ",]?B!̂ *y3@5M*@!ç;Ä*
Id";Nè%*"+3@&M@Ä-F3óå9I+z>?%&3@9Mf=F#'l'-XJ=%*"+@&!"&!s"#''&-FI+z>?16+30ìâ% 

@&?B*G&35V8; ",]?B!̂ *-@ &F#'@t&F@t+R"'hi;!jL<}'({%pFinancial Management 

Information System ñ FMIS)%t­y@&?B*G-rB`@&;!s"897%*"+- R'(897%*J;f63(M '#'@t&F@t+
R"'hi;!jL<}'({'&-F'|g d"Ä=89xLy% Öf='e9 *% #'3'4&56*"+I*L;!sP; "#, @&!"&!s"#'R"'hi;!jL, 
#'3'4&56'Ä`#'() , #'3mrMIm"#'8"5VR"'hi;!jL%*"+-;*897%y3fM9â%FMIS t­y@&?B*G&35V8; ",]
?B!̂ *fî-6Å*F9e`2*897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({% 8XL+#'Oe`&3+©M!*J;! w >?%
*"+t(3*`o>?R"'hi;!jL3ó@t&Ff6£8F#=;fs2*P; "#% 'e9 *% p$qáf6£8F#=3'4&56P; "#%
p#'3'4&56Öñ*#'56(J =á56£`P; "#q% p:qáf6£8F#=I*L;!sP; "#% p#'3-XM-L6}056£`
P; "#, #'I*L;!s8"5V=,G897<}'({, #',J1!FP; "#, #'I*L;!s56(J =P; "#q%*"+%pDqáf6£8F
#=å9|*% *"+Ñ`!29w#'I*L;!sP; "#% på9'`{'Ä`#'() 2*#'I*L;!sP; "#å956£!FuX 8F
16+Y% t­% 56£!FuX 8F3-fg8"5V, 56£!FuX 8F'fgÄ=,% 56£!FuX 8F897; "mM, 56£!FuX 8F9J=*"m",  
56£!FuX 8Ft3@ +, 56£!FuX 8F9LAl'% *"+56£!FuX 8FdJ9"<«-s% *"+'Ä`#'() -9",G897q% 
@?916+8"5V@&!"&!s"#'R"'hi;!jL% *"+t(3*`o2*P; "#'fgâ% 3@³?M3*ì% FMIS @!ç;Ä*3@&M@Ä-F%
-@ &FO6*e`f=F#'3'4&56 ü @8ç3-fg8"5V8XL+@8&AB(C P; "#'`{3?=9mo9% pMedium-Term Budget 

Framework ñ  MTBFq,%@8&AB(C R"'hi;!jL<}'({'`{3?=9mo9 (Medium-Term Fiscal 
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Framework ñ MTFF) *"+#'?]8'() <j *>?P; "#%â%8XL+3?=&5VL&W*X3*ì%FMIS 8î@!ç;Ä*%3@&M@Ä-F
8XL+#'3mrMIm"#'8"5V% *"+-;*8973|`ÇyÉ m'-;*897y!", Itz0`8|g *-;*8972ñï8XL+% *"+ 

ISz m"#'|g *%y3fM9â 

3~+å9 @å,M% $D% 2*5§&F-sM?M@&?B*GR"'hi;!jL<}'({% Öf=Ä*@&#-|8Föo3@&M
@Ä-F#=?M2P¥,M%$k%ÖA%9M0% X 6%:k:D, #'@t&F@t+, 3'4&56, I*L;!s, å9|*, *"+@!û!?"*"!o3=M#'
I*L;!s56(J =% *"+56£`P; "#'fg% *"+8"5V@&!"&!s"#'R"'hi;!jL% *"+t(3*`o2*P; "#'fg% @?916+
#'@t&F@t+@,?o-9W!s"'fg% @!ç;3@&M@Ä-F%*"+¢wLì&ZV 6+8XL+%FMIS Ö!9e`t!Fâ%&5VL&W*X%FMIS  *
9LAl'fJ5y%9LAl'3'4&56Öñ*#'P; "#, 9LAl'; ">O*)P; "#, 9LAl',"ã, 9LAl'=,G8973?ã3=ã, 

9LAl't(*M@!ç;1', 9LAl't(*M@!ç;-+, 9LAl'@t&F@t+<5F@Ä8F, 9LAl'3-4;3´m6% *"+ 

9LAl'@t&F@t+@,?o-9W!s"'fg%*"+@t&F@t+-*X"m"%y3fM9â 

31ìy~ü +3*ì8sM% 98,=F3?=3*ì%8XL+563£99LAl'Öf=Ä*3'4&ò&FÅ+3=M3*ì, FMIS 

3ó9"*1*FÄ*Id";Nè9LAl'16+30ìöoÄ*3?ã3=ã3ó3KM̀ 3,â%8XL+30ì%9LAl'@t&F@t+&ha M
<'3?Md(C @,?o-9W!s"'fg% @!ç;Ä*Id";Nè|5F3|`ÖK8% *"+@t&F@t+3|`Itz0`8|g *@,?o-
-9W!s"'fg% *"+56(J =9"*Ö9*<'3?M?*G% Öf=@&?B*G30ì3¤7 ìu% @&?B*G&35V8; ",]?B!̂ *@t&F@t+
&ha M<'3?Md(C @,?o-9W!s"'fg% pState Asset Register Management Information System ñ 

SARMIS)â% -@ &F9LAl'@t&F@t+-*X"m"% 8î3ó9"*1*FÄ*Id";Nè3ó3KM`3,â% @-&å9
=8ÜA(C &35V83,-%3fM9WMÇ53mrM-0G *897%FMIS y9e`*H+@&?B*G%SARMIS Ä*à%FMIS ë6Ä5F
@!ç;3&M8f63(M '#'*J;9LAl'@t&F@t+@,?o-9W!s"%pAsset Management Moduleq%Öf=*H+#w `y
9üJNL=P7M9e`3ó8XL+%FMIS% â% &üLÖ*s #'3&M8f63(M '#'*J;9LAl'P7M3*ì%-@ &FÖ!3@&M@Ä-F3=M9LAl'
9e`56*e*&üL3£µ ì% A({Öf=9LAl'Öf= *3ó8XL+@&?B*G% SARMIS% t­y9LAl'-@ &F@8-e+% 
<j &B*3@&M@Ä-F8XL+#'5Lì&ha M%*"+@t&F@t+&ha M<'3?Md(C @,?o-9W!s"'fgâ 

3@³?M%FMISà @&?B*G&35V8; ",]?B!̂ *3ñ/+3,4!%y@&?B*G'(&%*"+3fM'!e~ü +-6Å*F8XL+897
; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({fJ5SX % Öf=8XL+30ì'e9 *% @&?B*G&35V8; ",]?B!̂ *
@t&F@t+,"*X*B`'&-FItz0`8|g *?*G|', @&?B*G-rB`@&;!s"897,"*X*B`t`%pAutomated System 

for Customs Data ñ ASYCUDAq% '&-FItz0`8|g *t`% *"+'|g 8'89xLy, @&?B*G&35V8; ",]
?B!̂ *@t&F@t+56(J =9"*Ö9*<'3?M?*G (Non-tax Revenue Management Information 

System ñ NRMIS), @&?B*G@t&F@t+&6(L =%*"+; ">tR"'hi;!jL%pDebt Management and Financial 

Analysis System ñ DMFAS) '&-FItz0`8|g *-R@&!"&!s"#'I*s'y!"% *"+@t&F@t+&6(L =% 
y3fM9â% @&?B*G&35V8; ",]?B!̂ *16+I-F *!e0,M-6Å*F3'4+ä% Awe*% *"+&63?ã9LAl''&-FAwe*%
3fM9WM}0Ä**J;@&?B*G3I8JKJ-LM9e`Öf= *>?'-F'3; M8â FMIS 8îÄ*% *"+86?L+3mrM-0G *897
y9e`*H+@&?B*G&35V8; ",]?B!̂ *E8F?B*G3ñ/+3,4!fJ5y% #'3mrM-0G *897'Ä`#'() m0S'
y9e`m0S'y!"%*"+m0S'E(" Oa, #'3mrM-0G *897y9e`@&?B*G%DMFAS, @&?B*G%ASYCUDA, 

@&?B*G NRMIS, @&?B*G@t&F@t+@Ä8F3&4;!/9«*sMòO#''&-F@8-e+9LAl'<}'({%*"+@&?B*GE8F
?B*G9e`56*e*3,4!â 
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&(sL 6 2*@&?B*G&35V8; ",]?B!̂ *Öf= *3ó8XL+897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}-

'({16+I-F3*ì@!ç;Ä*ñs=F*J;3¤7 ì3ñ/+ä SX â y8FÖ-s+ ú8<''&-Fm0S'?"d?3é8 Ä*
3¶&(sL 6 2*@&?B*G16+30ìu õ#''e9&hVJ =SX 2*@&?B*G FMIS (Integrated FMIS)îâ 56Ö(88XL+
'Ä`#'() '&-F9J=*"m"'J&"`;!jLI*s'y!" Öf=Ä*5Lì98-"8UÑ`!29w?M@&?B*G&35V8; ",]?B!̂ *
3ó8XL+897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({ Ä*3¶&(sL 6 2*@&?B*G16+30ìu ·@&?B*G3I8J-
KJ-LMNMOMP= 2*897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({ pPFM Digital Ecosystem)"â%
Öñê8å9#'86(!F16+3*ì%ú8°!s9Itz&(C" !->ë'o IJ* ?B*G9L*M' B!X °&0`8'fg9«*sM 'fg9«*sM
@8-e+3-fg8"5V *"+R"'hi;!jL Ä*Ö(06 *"+86(!F*J;E8o-@ &F3¶&(sL 6 3*ìu õ#''e9&hVJ =SX
2*@&?B*G&35V8; ",]?B!̂ *2*#'@t&F@t+R"'hi;!jL<}'({ (Integrated PFM Information

System ñ I-PFMIS)îâ 'J&>?,M Q Å+3@#9&l[ ã?M,"fg>?2*#''e9&hVJ =SX 2*@&?B*G&35V8; ",]
?B!̂ *2*#'@t&F@t+R"'hi;!jL<}'({â

'h6g8cV µ¬ 4''}/6MKh AEZ W!568$!96*JK&. "cd8$%e2!W!4'5(675(,L"'MN.%O>^f')1
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A.%-6(L6 2*@&?B*G&35V8; ",]?B!̂ *3ñ/+3,4! 

3@³?M897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({% Öf= *% FMIS *"+@&?B*G&35V8; ",]
?B!̂ *3ñ/+3,4!fJ5Ä*3'4&ò&FÅ+3=Mà% Itz0`8|g *% *"+I+z>?9e`56*e*Öf=-j"!3ó3@#9 

öÑ,@8-e+3-fg8"5V%*"+R"'hi;!jL%8î *@&?B*G&35V8; ",]?B!̂ *%-@ &F&3@9Mf=F9LAl'-XJ='&-F
Awe*ñ+Öf'â% #'l'8XL+#'; "*"3~t<}'({% Ç5Ö&+Ö583ôy-6(L6 2*@&?B*G&35V8; ",]9e` 

ñ+Öf'% Öf= *I+z>?9e`56*e*E8F?B*G3ó8XL+30ì% fJ5y% Itz0`8|g *P; "#à% Itz0`8|g *
-R@&!"&!s"#'I*s'y!"% *"+@t&F@t+&6(L =à% Itz0`8|g *R"'hi;!jL'fgÄ=uX 8F3@#9y!"% *"+
Itz0`8|g *>?y2ftJ'Ñ+'fg%*"+ú8O*%y3fM9â%I+z>?16+3*ì%3@&M@Ä-F@&d?P; "#3ñ/+SX
-@ &F#'; "*"3~t% 3RM̀ 3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *3ñ/+ä% SX % 3fM9WMOe`-@9û=f=F#'
&63?ã9LAl''&-FAwe*â 

3ó8XL+-6(L6 9e`3,4!%18F,+3ô*H+,"fg>?#'l'-6Å*FfJ5y%#'@t&F@t+,"*X*B`3-fg8"5V%
*"+R"'hi;!jLà%#'?]8'()  ü @8ç3-fg8"5Và%#'3mrM-;*897%*"+#'3mrMIm"#'8"5V%8î *@&?B*G&35V8; ",]
9e`56*e*&3@9Mf=F#'l'16+30ìÖf'â% Itz0`8|g *3-fg8"5VNMOMP=%Ä*%*"+86?L+3'4&56@&?B*G
@t&F@t+,"*X*B`3-fg8"5V%*"+R"'hi;!jLâ%I+z>?Öf= *!e0,M3=M#'l'Im"#'8"5V%*"+-;*897%8î
 *@&?B*G&35V8; ",]?B!̂ *-@ &F&63?ã#'l'-XJ='&-FAwe*ñ+Öf'%°1R'() fJ5y%ISz m"#'|g * 

3@&M@Ä-F@&?B*G@t&F@t+#'l'Im"#'8"5VR"'hi;!jL % *"+Itz0`8|g *-;*8972ñï8XL+% 3@&M@Ä-F
@&?B*G%SAAT%y3fM9â 

-@ &F#'l'3ó8XL+; "-B`°-UR897R"'hi;!jLà% &5VL&W*X *,"fg>?-6Å*Fä% 56*e*%:% 'e9
 *,"fg>?#'l'8XL+; "-B`R"'hi;!jL9"*Ö9*m0S'%*"+,"fg>?#'l'8XL+; "-B`Ö=W+E(" Oa897â%
ÇyÉ m'3-ÑR"'hi;!jL9"*Ö9*m0S'%@!ç;Ä*&3+©M!3KM+3|`3mrM- R'(897`*s#'2*#'@t&F@t+%
*"+#'@!û!?"*"!o3=M; "-B`R"'hi;!jL9"*Ö9*m0S'% 8XL+3S=&6(+?@+H+% *"+% }0@&-",G>?2*
#'@t&F@t+, #'@!û!?"*"!o% *"+#'Id";Nè; "-B`R"'hi;!jL9"*Ö9*m0S'% 'e916+#'3=M889x-F#'
Id";Nè% *"+#'3@&M@Ä-F&35V8; ",]R"'hi;!jL8XL+; "-B`R"'hi;!jL9"*Ö9*m0S'% Öf= **"`B!8'
3@#9öÑ,56*e*% T% *"+Itz3=Åm"#'|g *ÇyÉ m'3-ÑR"'hi;!jL9"*Ö9*m0S'% y3-0m"#'â% 
8XL+30ì% *"`B!8'16+% T% 'e916+Itz3=Åm"#'|g *% *@&?B*G&35V8; ",]?B!̂ *9e`56*e*86?L+Ö!
@&!"&!s"å9; "-B`'&-FAwe*% Öf='e9 *fJ5y% @&?B*G@t&F@t+,"*X*B`à% @&?B*G&35V8; ",]@!û!?"*"!o%
*"+@&?B*G&35V8; ",]*"`B!897%y3fM9â 

-@ &F#'ñs=F3-Ñ<}'({à% Itz0`8|g *% *"+I+z>?Öf= *!e0,M% *"+>'8"5V3=M
#'l'3*ì% Ä*% *"+86?L+3@&M@Ä-F@&?B*G&35V8; ",]9e`56*e*fJ5y% uX =vw -F&sJ',"*X*B`89xLy%
pCamDXq, uX =- z =FI!s-Zi (I!"P"O*NMOMP=89xLy%pCamDigiKey)à%@&?B*G5Lì&ha MÇOM;897
å9uX =&35V8; ",]?B!̂ *% @?916+@&?B*G&35V8; ",]?B!̂ *-@ &Fñs=F="A"!I*LZi !% *"+ñs=F
ÇyÉ &(µ%9e`56*e*3,4!ñ+Öf'â%Itz0`8|g *?*G|'à%Itz0`8|g *t`%*"+'|g 8'89xLy%*"+
Itz0`8|g *=,G897<}'({% 8î *9LAl'% *"+@&?B*G9e`56*e*Öf=&3@9Mf=F#'l'ñs=F3-Ñ
<}'({%å9'`{#'ñs=F="A"!I*LZi !%*"+ñs=FÇyÉ &(µñ+Öf'â 
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@&?B*G&35V8; ",]9e`56*e*% *=8Ü({y@&?B*GÖf=&3@9M9LAl''e9% 3=M,"fg>?#'l'9e`
56*e*fJ5y%#'l''fgÄ=à%#'@t&F@t+&Ltz="8%*"+9«*sMà%#'@t&F@t+&ha M<'3?Md(C à%#'@t&F@t+
@,?o-9W!s"'fg%*"+#'&(sL ì&£s =à%4't/S! !",i#%W/á%y3fM9â%&Ö*j9?M3=M@&?B*G&35V8; ",]
?B!̂ *Öf=Ä*3'4&ò&FÅ+3=M%3ó *@&?B*G&35V8; ",]9e`56*e*3,4!%fJ5y%kZ A3>'&"JKT0V&/=>?û 
kZ A6' ".%[&/0UVCVTA-L5E-û kZ AUVCVTA-52674'P "̀.Ua*-HI&"JK*5¯568$!9û 568$!9. "&Ö#65%
*Pñ"J5%É!"& ?*HV/Ü 

t.%@&?B*G3I8JKJ-LMNMOMP=2*@8-e+3-fg8"5V%*"+R"'hi;!jL 
Å\,-\)>\ W!568$!96*JK&. "cd8$%e2! @HA-O"%*ô&Z>,5&6z$)u W!897; "mMÖ8,@9+F#'@t&F@t+

R"'hi;!jL<}'({%*"+-6(L6 2*@&?B*G&35V8; ",]?B!̂ *3ñ/+3,4!%sJ*¶G!k? ì568$!9*P&h-
ñh->VUVCVTAW!5&-},*-HI&"JK !",L"'MN.%O>ùâ @&?B*G&35V8; ",]?B!̂ *16+30ì@!ç;Ä*Id";Nè%*"+
@&!"&!s"|5F3|`ÖK8?MSX % 3RM̀ 9e`56*e* *=,G>?8XL+#'3mrMI*s'@&!"&!s"#'y9e`SX 3ô; "ã
3ô98% A({9e`56*e*3,4!% 3ó9"*1*FÇ53mrMÄ*3ó3KM̀ â% 568$!96*JK&. "cd8$%e2!Å\,P-7
2!%}RcV !",/>zm'-\ü!7*'Ç,ç zá}! !",G!'}/J\@)&F_ ,-\ü!7 t/'#14'6*,ÖV!56-"c9g8
HA7&/0. "3V@&c5/,74'5(675(,L"'MN.%O>^f')1 !",4'5(675(,. "-$#*-HI&"JK !",L"'MN.%O> @HA
?*EA6\),*EA!*FG#3\Å\, ¥ '6-75&-},*-HI&"JK !",L"'MN.%O>Ü 'h6g8cV ¨ ü,*54/
6mö ~8V568$!9*P&hñh->VUVCVTAW!5&-},*-HI&"JK !",L"'MN.%O>Ü 
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:.V.%&WX @&Y92*@&?B*F3H8IJI-KLMLNLO=
fJ5&l[ ã8XL+'J&>?,M _ Å+3=Mà @&?B*G&35V8; ",]?B!̂ **M9e`ä 3ó8XL+@&?B*G3I8JKJ-LM

NMOMP=2*@8-e+3-fg8"5V *"+R"'hi;!jLÖ&+Ö58y : @8í9m6ä Öf=@-&3ôå93S=&6(+2*
3S=*3~Ä`16+ : â 8XL+*B`3*ì 3&M3mrM#'3@&4&3m4&@&?B*G3I8JKJ-LMNMOMP=2*@8-e+3-fg8"5V
*"+R"'hi;!jL 3ô*H+@&?B*G@?ìÇ,"!o, @&?B*G3*ì *d?3@5M* 3RM̀ d?*M9e`ä  *!e0,M3'4+Awe*
*"+'(&SX 3ô; "ã3ô98 3fM9WM'8U-j"'>?@&?B*G@?ìÇ,"!o16+9J=â Öñê8å9#'?"*"!o3=M<j *>?
@&?B*G3I8JKJ-LMNMOMP=2*@8-e+3-fg8"5V *"+R"'hi;!jL, f63(M '2*#'3mrM&' ";!s897NMOMP= Ä*Oe&
@&,ì*J;&Z[ @&\99e`56*e*%fJ5y¸

$q- m*}*9*L-/3ó *8@9"! 16+56*e* *"+O60ã&35V83,- 3fM9WMS6@,f=F#'l'
Id";Nèà @&!"&!s" *"+ÖP16@&?B*G&35V8; ",]?B!̂ *â !@9ç;#'2*#'3@&M@Ä-Fm*}*9*L-/ ?MI+z>?
9e`3ôI+z>?9e` *>?AL-ä SX Ç@-B`3ôå9=8ÜA(C *"+!@9ç;#'9e`56*e*fJ5y !@9ç;
#'-@ &F#'@t&F@t+3R|g '50-9xB*G3|`Awe*ú+, !@9ç;#'-@ &F#'Id";Nè@&?B*G3|`Awe*ú+à
!@9ç;#'2*#'@&!"&!s"#'@&?B*G y3fM9 @?916+,"-3b2*#'3mrM#'3|`3@&M@Ä-F@&?B*G&35V8; ",]

'h6g8cV ·¬ 568$!9*P&hñh->VUVCVTAW!5&-},*-HI&"JK !",L"'MN.%O>
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?B!̂ *â% 8XL+*B`3*ì% 8+rì*J;3S=#'() % n#'Ö(065§-Fé-F3=M#'3@OM-3' M-% *"+3@&M@Ä-F
m*}*9*L-/%06öoò 6+-ïìf=Ff63(M '#'#'l'3|`3@&M@Ä-F&35V8; ",]?B!̂ *â 

:q- #'; "*"3~t%*"+#'S6@,P; "#3=M#'Id";Nè@&?B*G&35V8; ",]?B!̂ *3ó *8@9"!%*"+
9"*1*F *@&-",G>?%*"+-B8s"-",G>?Ax-F3ó3KM̀ â%@&?B*G9e`56*e*%Öf=&3@9M3=M9LAl'fJ5SX %
n@&¨8F@&ÖR=SX % @!ç;Ä*Id";Nèy*FSX % Öf=&£s =öoAaìÅa `m*}*8XL+#'; "*"3~t% A({
Öf=@&?B*G16+30ìÇ53@&M@Ä-Fy@&?B*GÖf=&3@9M9LAl''e9Ä*â% #'S6@,P; "#% 8î¨8F3ó * 

,630'%*"+!@9+F3ôÖ!3=MI+z>?%n@&?B*G&35V8; ",]?B!̂ *9e`56*e*3@5M*3=M-=&F%A({I+z>?%
n@&?B*G&35V8; ",]?B!̂ *9e`56*e*3,4!3óÖ!ArìÅ!#'S6@,3@5M*% 3fM9WMÇ5&63?ã!e0,M% *"+ 

>'8"5V'&-FAwe*Ä*â 

Dq- ,"*X*B`3ó *>?ò`Äü `%*"+9"* *-s+F|%3RM̀ #'Ö58' 6Ö=8,"*X*B`3ô; "ã3ô
983ó *8@9"!3ó3KM̀ % 'Ñ+I+z>?3@#9öÑ,@8-e+3-fg8"5V% *"+R"'hi;!jLâ% #'Ö58' 6Ö=8
,"*X*B`>t3@5M*3óÖ!9"*1*FÇ53mrMÄ*3|`-rB`@&;!s"'Ñ+@&?B*G% *"+@&?B*GÄ*% 3|`<'Ö! 

8+rì*J;@8&AB(C I*s'@&!"&!s"#'â%8+rì*J;@8&AB(C Id"Ä=8"5V,"*X*B`%8îy&5VB`I; "Oa *f=F#'
3@&M@Ä-F%*"+Ö58' 6Ö=8,"*X*B`%-@ &F3@&M@Ä-Fy'e9ñ+Öf'â 

Qq- 8+rìÅ!*J;3S=#'() -s+F|'e9-@ &F#'Id";Nè@&?B*G% &£s =öoOe&@&,ì*J;ñ=
; "Ä8%8XL+#'ÖP16%*"+?@+M8; "<=>?@&?B*G30ìâ%#'Id";Nè@&?B*G&35V8; ",]?B!̂ *>t3@5M*3mrM
3ôå9!@9ç;#'% *"+m*}*Öf= *% 3|`9"*1*FÄ*86(!F*J;3S=#'() -s+F|2*#'Id";Nè
öoÄ*5§-Fé-Fâ%8+rìÅ!*J;3S=#'() -s+F|'e9%Ä*3mrMöo@&?B*G16+30ìÇ5*H+Oe&*J;&Z[
@&\99e`56*e*3ó3?=Öf=5+F3mrM#'Px8FSX 'Ñ+@&?B*G% *"+@&?B*Gâ% y+3*ì3,4!% @&-",G>?2*
#'}0*J;-*s"-LA<`&B'8îy&Z[ @&\9ñ+Öf'%3ó3?=Öf=#'Id";Nè@&?B*G*M9e`ä%9"*1*F
Ä*I*L3é93ôå93S=#'() -L;!j">?Ä*@!H9@!ç;â 

_q- #'3@&M@Ä-F3R|g '50-9xB*G!>a &F%*"+9Oª9(C =,"*X*B` 3ó9"*1*F *@&-",G>?%
*"+-B8¡"-",G>?Ax-F3ó3KM̀ â &5VL&W*X% I+z>?56*e*% Q% Öf= *=,G>?@&!"&!s"% *"+@t&F@t+ 

3R|g '50-9xB*G3|`Awe*ú+â% 31ìy~ü +3*ì8sM% Itz0`8|g *9e`56*e*8î3ó&*s3@&M@Ä-F 
3R|g '50-9xB*G'&-FAwe*Öf= *% 3|`9"*1*FÄ*vw -F&sJ'983@&M@Ä-F3R|g '50-9xB*G'e93ó
3KM̀ %3|`<'Ö!8+rìÅ!m*}*8XL+#'vw -F&sJ'â%9e`; "ã3,4!%#'ñs=F3-Ñ?MItz3=Åm"#'|g *
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pAq% @8&AB(C I*s'@&!"&!s"#'¸% -456789#:;3<67=#,>? @A/BC.2#"C4DE$( )1F8$%e2!
8V' ê*5JV!?,*!] sJ2!Ac9g8&Z>,4'*3åVP!['&/0?/}#EZ G! &Z>,*EA6\),@J&' \@A&
c"!Z!$#?/}#EZ  ê*56V5G-7c"!Z!$#8VEZ *Ä. "~*Ä/&Ü &,å]W!4'*3åVP!['56%"6%["4' ( ?w6-(Q
J/:,*ô&Z>,4'*56V5G-7568$!96*JK&. "cd8$%e2!-5267 Ô 6$!3\ç @HA2!P,Qg8J\)> ] !",
2!568$!96*JK&. "cd8$%e2!*5JV!Ü *ô&Z>,5&6z$)u P!['56%"6%["4' ú\GJ75%É.6*,ÖV%!h.-\)>\ W! 

-[,7Sû *EA4')b  !",!V%". "3V@HA568$!96*JK&. "cd8$%e2!Å\,P-75%É.P!>*ò/t/ *HV/:V
P!>pN %ï+568$!96*JK&. "cd8$%e2!!V/}#ç sJÅ&7c,EZ û íá -76[h'c"!Z!$#?/}#EZ  !",*56V5G-7
/>zm'EZ *Ä. "~*Ä/&G!Ü ?w%[2!>.%[!bP!['?%" -\)>\ W!-[,7Sû *EA4')b  !",!V%". "3VÅ\,
*R]2!f%>-\ü!7ç J\!}! ¡ '}/2! r¦v-*EA4')b W!4'*'Ç6J\-R9 !&/0W!&/0. "3V&>\8+hc$' 
rApplication Programming Interface ñ APIvû r¥v-&t[ C\'>~û r{v-A&è)16*JK&*c- !", 
r¡v-*LSI 'JR--/=$!9E\5cÜ P,Qg8Å\,P-75%É.8"!"%+ !",*'Ç6J\568$!96*JK&. "cd8$%e2!'6-7
zá} !ï+5-6*Ät/-[,7Sû *EA4')b  !",!V%". "3VÅ\,*R] HhJ@HAG!6mö ~&Z> ,'h6g8cV ¦£ 
!",zál/^'ü,*54/Ü f%>-\ü!7ç *ô&Z>,-\)>\ *!] 2! ¡ '}/2!¬ 
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'h6g8cV °¿¬ 5&6z$)u P!['56%"6%["4' 

$)- 3S=#'() 2*#'3'4&56%API¸%y=8Ü({&35V83,-%#'3'4&56%API öo *-s+F|%*"+}0
Ä**J;#'vw -F&sJ'y9e`SX Ä*% ë6Ä5F@!ç; *}!L-6Å*F9e`56*e*â% 56(L 516+30ì *
fJ5y¸ 

· g8-å#$%¬ *JÇ-i,4'8l,@Xà&*AVPZ&X[A7*-i&/0 ê6*JK&. "cdq/}# @HAR\ï+8"G&
&Z>,4'6%7@6!t/4'. ".Ua !",!"RZ 4'Ü 

· ->.%O"g8¬ *'Ç6J\-\)>\ W!. "3V^â-[5-6*Ät/-[,7S !",!V%". "3VJù-7ò-7 *HV/:V6mÖ ' !",
fRï+G!!h.->.%O"g8Ü 

· g8*3åV-R9 !&/0¬ *'Ç6J\ API ï+2!A&è)1-[,7Sû 2! !"# !",m#5-±A*56V5G-7 
*HV/:V4%76!O#g8-0>( 0̂ ~HA7PZ&*56V5G-7Ü  

· g8/"!m#íá -76[h'¬ *'Ç6J\ API ï+2!-O"'g8'#1*8A@., t/'#14'6@!O/&\@)
-5267 API $%&'() *S#fRk2!4'íá -76[h'%"J%}J !l,/"!6_]BA7HA7PåV@HAG!
*'Ç6J\*R]*cÜ 

· g85%É.EZ &Z>,J\*q/ API C\R!7z>-EZ ¬ fRk&\@)T0VW! API *ô@%sJH\*)V '4'
H@H*?/}#8$%e2!*-ZV->\ rRequest) $+,*ãáV#%6 (Response) @HA@Xà&*AV&\@)ú-7 
*S#/"!ú\GJ7*3åV4'íá -76[h'&hH*5JV!Ü 

· g8XQ> \?/}# API *X|,*cÇ%¬ fRk API sJ*3åV-R9 !&/0G!Aà?/}#!l, API *X|,*cÇ%Ü  
· g8@-å,'&*¤V~¬ fRk API sJ5%É.G!*56V5G-7*ñV,. "~ !",5%É.G!6mö ~t/'*6Ç6

/}#@HAm#5-±A'&*¤V~ !",*56V5G-7-5267*EA6\),*X|,ç R*8APR(%Ü 
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· g82!j&^'6*JK&*c-5(675E!7¬ *'Ç6J\j&^' !",4'@)R\ï+G!Jù-7ò-7 !",
5%l/5%É. P\8V'*6Ç6@HA API H\*)V '4' !",8$%e2!A/à"%'6-7 API Ü 

:)- 8ås O6'Lã¸%8ås O6'Lã-6Å*Fä%@!ç;86(!FöoÄ*5§-Fé-F%3fM9WM}0Ä*#'I*L;!s@8&AB(C
I*s'@&!"&!s"#'@&8&3|`@&-",G>?Ax-Fâ 

· P "̀GA&"JKc"!Z!$#¬ HhJG!*'Ç6n67A/à"%*ô@XZ& (&) ü,*AVÜ 

· 4'#A758/¬ *'Ç6J\#![4'X[A74'#A758/8V56f!c"!Z!$# !h.nA7P!['-&/0*AVc"!Z!$# 
HhJ? 4''&oc>&û 4'H\*)V '4' !",4'JhA*56Vc"!Z!$#Ü 

· 4'4'B'c"!Z!$#¬ fRkc"!Z!$#5%É.G!4'B'F_ ,Aà *ô&Z>,5&6z$)u P!['56%"6%["4' 
@HA?J\)> J-\ü!7-5267'&oc\!>&J"%[ !",g85%l/5%É.W!568$!9Ü J\)> J-\ü!7ç Å&7c,
!l,4'4'B'c"!Z!$#2!HhJ?¬  
o ->.%O"g8t/4'*'Ç6J\ rSecured by Designv¬ &\)%7P\8V4'4'B'c"!Z!$# t\,8V

H\q&74AH\6h,W!4'*'Ç6J\ API Ü  
o 4'*3åV&hH!V#&/0c"!Z!$# rData Encryptionv¬ 6\@6á,c"!Z!$#*Ä?-.&,/q/}#@H*

*(/"!sJ0&%*#A71$ &2$03*-+$4$5(.6781$*XY' !",'&oc>&Ü 

o 4'6*,ÖV%%W/áª- rHashing)¬ 6\@6á,c"!Z!$#*Ä?c"!Z!$#/}#*cÇ%&Z>,c5/,7?
P&|' !",*Az rString) @HA/"!sJï+*(6\@6á,5%ñ67*Äc"!Z!$#*HV/G! *LV#2!
c\L\&\)%7?&7ò&7/}#Ü %W/áª-*!] sJ*56V5G-7*3åV?P%[-pN ) rData 

Fingerprint) W!c"!Z!$#*HV/*R]G!Ü 

o Tokenization¬ 4'B'8$%e2!@HA2!g8'*-V6z=-7 *S#6\@6á,8$%e2!*Ä?@XZ& 

%hJç -5267ï+568$!9 ê2_ ->V!sJ9$8$%e2!Å\,*!]/&. "~Ü 

o 4'6"cG\, rMaskv¬ 6"cG\,356:2!/}#J\!}!*ô*8A@J&' \@A& 8"*--8$%e2!@HA
2!g8'*-V6z=-7Ü  

o L%O*AüUVCVTA rDigital Signaturev¬ X[A7!h.4'6pD &7P%[-pN )Jù-7ò-7 
$+,;2<# +6=3 W!c"!Z!$#0>%&Ü 

o c"!Z!$#5%É.G!4'B'*S#Jù67 ê6c6:MN%[" rProtected by Lawv¬ &\)%7 ê
P!>*ò/t/6c6:MN%["@HA2!5^67 *HV/:VfR!h.4'4'B'c"!Z!$# !",4'4'B'
j&C!g8Ü 

· JA$%g8W!c"!Z!$#¬ fRï+G!!h.-/%Og8&Z>,4'*XY'c"!Z!$# 8V568$!96*JK&. "cd8$%e2!
/}#*Ä568$!96*JK&. "cd8$%e2!*X|,*cÇ% t/4'&\)%7 !",%5/É.4'ú\GJ7Ü *HV/:VfR
!h.JA$%g8W!c"!Z!$#G! ú\GJ75%É.*'Ç6J\ï+2!f%>-\ü!7ç /}#J\!}! HhJ?¬ 

o 4'J/á,c"!Z!$# rData Replicationv¬ c"!Z!$#sJJ/á,c>& !",'&oc>&*ôcVt\,*X|,EZ Ü 

o 4'íá -76[h'cVt\,c"!Z!$# rData Relocationv¬ c"!Z!$#sJíá -76[h'cVt\,'h6.![W!4'
'&oc>& 8VcVt\,/}# *ÄcVt\,/}#*cÇ%Ü  
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o 4'*XY'c"!Z!$# rData Migrationv¬ c"!Z!$#sJíá -76[h'8V568$!9/}#*Ä568$!9/}#*cÇ% 
*ô*8A2!%5/É.4'íá -76[h' êH\*ñV,&\@)W!568$!9Ü 

o 4'65/<,c>&c"!Z!$# rData Backupv¬ c"!Z!$#5%É.G!65/<,c>&?56ú\ r56ú\WT©û  
-G[ Lbû @z êéZ \ ?*HV/v s5-$#t/56*`cc"!Z!$# *HV/:V4'B'4'G%76,7 ê*HV/:V
sJ x̂ 'c"!Z!$#G!&Z>,&')V 2!*5E]/L![n# ê4'zhJü% ?*HV/Ü 

Dq- =8Ü({&35V83,-¸%#'3'4&56%API 3vs !3=M=8Ü({&35V83,--6Å*Fä%9e`56*e*%fJ5Å+-

3@#9¸ 
· c5/,7c"!Z!$#íá -76[h't/ API¬ 568$!9!V/}#ç 5%É.&\)%7-[,7SW!c5/,7c"!Z!$#ï+G!?&7

ò&7 *HV/:VP!>pN %ï+sJ*3åV4'íá -76[h't/ API G!Ü c5/,7c"!Z!$#@HA*8~!"#/&Z>,
4'*56V5G-7-52674'íá -76[h'2!HhJ? c5/,7 JSON, XMLû Textû CSV ?!42,-.&,/@ 

File Upload ?*HV/Ü 

· 4'5(675(, API¬ 6*,ÖV%û 5(675(, !",t/S!4'*56V5G-7 API *HV/:VfRG!!h.56-"c9g8û 
->.%O"g8 !",g8*?(C$# *S#*E'8t/J\)> J-\ü!7ç ü,*54/¬ 

o API Gateway¬ cc}A API Request 8Vü,*5¯ *S# API Request @HAcc}AG! ( 
5%É.G!&\)%7*S#*EA4')b q/}# !",5%É.@6,@J& API Request Å\,*R]*Ä4!7 
Service q/}#@Xà&t/4'*-ZV'6-7 APIÜ 

o API Catalogue¬ *'Ç6J\ï+2!4tñ>& API *HV/:VX[A78$%e2!A/à"%P\8V API Ü 

o API Discovery Service¬ *'Ç6J\ï+2!#![4'E\5cHA74'@-å,'& API *S#-å$#56.%["Ü 

o API Meta Information¬ X[A78$%e2!-*,è6P\8V API @HAC}#ï+PZ&P "̀.Uaû PZ&
5(675(, !",PZ&*56V5G-7 API #A7Hl,4!7@%Jù-7P\8VA&è)1û />zm' !",'*6Ç6 

*56V5G-7 API *R]Ü 

· -!["->z*AV API¬ 4'*'Ç6J\ API 5%É.2!*EA4')b W!4'5(675(, !",4'4'B' 
-!["->z?56ú\ *HV/:VfRG!!h.-O"'g8 *S#*E'8t/J\)> J-\ü!7ç ü,*54/¬ 

o *'Ç6J\ï+2!#![4'*XY;,íY %7P%[-pN )'6-7PZ&*56V5G-7 ê568$!9 />!!l,P!>pN %ï+
*3åV4'*-ZV->\*56V5G-7 API *HV/:VfRG!knA74'JhA*Ä*56V5G-7 API ( 2!4'
P!>pN %5%l/5%É.Ü 

o &\)%7P\8Vª$+ $̀#@HAsJ*&V%*ñV, !",2!. "f!4'4'B'ª!" $̀#Å\,*R]Ü 

o &\)%7P\8V4'íá -76[h' API t/'#1A4 * CamDX *S#^'@%&Z>,*R]2!/>zm'W!4'
0BC%!D>$%(!&Eû 4'J>]L%O*AüUVCVTA !",4'*G]5t*8A*.ò ?*HV/Ü  

Qq- 3R|g '50-9xB*GS6@,¸% CamDigiKey% !"# $%&'*+,*-./0 '12324$,#%567268.+ 
9:$;<öo67=>?@5ABCD% 5EG2.HJK'%LN 5J2O,?P/0 *öo,#%567268.+ 5EG2O"QR*%LN
5ATUCVT *+,*-./0 '<R$567268.+8?WO6.X$ ?YCZ7+KJ>.[ <&5\]^KV_ .+7`RK
bY?#?>OcLKOf API @!ç;3mrM3KM+å9"# $%CamDX%Öf=567268.+̀ *s#'.Ph*iYj=%#PC5=$
V_ .+7̀RKbY?#?>O KkLH?%^K5EG2%R:?2O%LN, ^K<P]J*i5$l12324$, ^K58]6c5=$5hm 
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!5:2L[ "# $12324$6op]q&C5?] !5Jsu K<v.Lw>?@x&6b Öf= *@<&F% *"+ *uX = 

&35V8; ",]-@ &FS6@,'e55J2Oâ 

V.V.V.%@-1&E@&?B*F%j897;"iL 
@-1&F@&?B*G% n897; "mM% pApplication Layer) 86(!F?M#'Id";Nè, |8Ff63(M '#'% *"+%

@t&F@t+ *"+ÖP16@&?B*G&35V8; ",]?B!̂ *%n897; "mM%3fM9WM}0öoÄ*#'3@&M@Ä-F9LAl''e9%*"+I*s'-
@&!"&!s"#'y9e`SX â% @t&F@&?B*G&35V8; ",]?B!̂ *Öf=&3@9M9LAl'-XJ=% *"+9LAl''e9ë6Ä5F@!ç;
3'4&56&ha M2*9LAl'!@9ç;#'% *"+9LAl'9"*!@9ç;#'2*@&?B*G% 3RM̀ 9LAl'9"*!@9ç;#'2*@&?B*G@!ç;
3S'?å93S=#'() -s+F|Öf=Ä*86(!F8XL+@-1&F3*ìâ 3S=#'() 16+30ì% Ö&+Ö58y
ÖñX8m6ä%'e9 *%#'3'4&56Öñ*#'%*"+@t&F@t+t3@ +à%#'@t&F@t+tL(>?2*8Jfà%#''8U-L;!j">?à%
#'f63(M '#'à% #'?@+M8; "<=>?à% #'86(!F-s+F|56(L 5@&18FIX83@&M@Ä-F% *"+&,?"3<m 

IX83@&M@Ä-F%pUser Interface/User Experience ñ UI/UXqà%#'86(!F-s+F| API%*"+#'|8Föo
3@&M@Ä-F% *"+ÖP16% y3fM9â% 8XL+30ì% å9ÖñX8*M9e`ä% 86(!F?M3S=#'() -6Å*Fä% Öf=@!ç;
I*L3é9à-s+F|Öf=@!ç;3@&M@Ä-F% @?916+°&8'() Öf=3?ã*"`9`8983@&M@Ä-F% 3|`Öñê8
3=M°!s *L;!s*) y3fM9% p?"*"!o=9ê"!3ó°&-9xB*G,M% D)â% -@ &F@&?B*G&35V8; ",]?B!̂ *Öf=
&3@9M9LAl'@&!"&!s"#' 9"*!@9ç;öoë6Ä5F@!ç;3S'?å99LAl'9"*!@9ç;#'30ì3,% =Lì@åÖ!@&?B*G
30ì#w `3ôy@&?B*GÖf=3@&M@Ä-F'e9â% P,Qg8Å\,P-75%É.8"!"%+ !",*'Ç6J\568$!96*JK&. "cd
8$%e2!'6-7zá} !ï+5-6*Ät/-[,7S !",*EA4')b HhJü,*54/Ü 

8XL+@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!̂ *3*ì% 3S=#'() Öf=Ä*|8F35ãå9
ÖñX8*M9e`ä%3ó8XL+@-1&F3*ì'e9 *¸ 
$q- #'3'4&56Öñ*#'%*"+@t&F@t+t3@ +¸%3'4&56ú8<'Öñ*#'%*"+#'@t&F@t+t3@ +Id";Nè

@&?B*G&35V8; ",]?B!̂ *% n897; "mMöoÄ*5§-Fé-F% Öf=Oe`}0f=F#'I*L;!söo *
@&-",G>?% 3|`3@&M@Ä-F-s+F|£9e`% n3@5M*% *"+O3@9M-2*°&8'() 3?ã*"`9 

3@&M@Ä-F%fJ5Öf=Ä*Ö(06=9ê"!3ó8XL+°&-9xB*G,M%D â 

:q- #'@t&F@t+tL(>?2*8Jf¸% }0öoÄ**J;tL(>?2*8Jf'&-F@&?B*G&35V8; ",]?B!̂ *% 
'e9&hVJ =16+#'-'3-'8Jföo *=8Ü({-¡+F|'e9, l`@-û=`=F, l`@-û=ÖP16% 
@?916+ *@&-",G>?% *"+Ç53@&M@Ä-F3KM+; "ãÄ*â% &Ö*j9?M3*ì% #''8U-L;!j">?,  

#'?@+M8; "<=>?, #'3mrM3!-s%*"+#'3'4&56ú8<'Ö(06@!H9@!ç;%pDocumentation) 

8î@!ç; *#'t"!tJ'ñ+Öf'% 3|`3@&M@Ä-F-s+F|£9e`% n3@5M*% *"+O3@9M-2*°&8'()
3?ã*"`93@&M@Ä-F%fJ5Öf=Ä*Ö(06=9ê"!3ó8XL+°&-9xB*G,M%D â 

Dq- #''8U-L;!j">?¸% }0öoÄ**J;-L;!j">?-@ &F@&?B*G&35V8; ",]?B!̂ *% n897; "mM?M#'
t6ò986ÖR+3ñ/+ä% 3|`3@&M@Ä-F-s+F|£9e`% n3@5M*% *"+O3@9M-2*°&8'()  
3?ã*"`93@&M@Ä-F%fJ5Öf=Ä*Ö(06=9ê"!3ó8XL+°&-9xB*G,M%D â 

Qq- #'3mrM3!-s¸%&3+©M*@&-",G>?2*#'3mrM3!-s@&?B*G&35V8; ",]?B!̂ *%n897; "mM% % 3fM9WMñs=F*J;
&,?"3<mf=FIX83@&M@Ä-F3|`'RJ*% *"+}0öoÄ**J;-j"'>?2*@&?B*G&35V8; ",]?B!̂ *%
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3|`3@&M@Ä-F-s+F|£9e`%n3@5M*%*"+O3@9M-2*°&8'() 3?ã*"`93@&M@Ä-F%fJ5&l[ ã
8XL+°&-9xB*G,M%D â 

_q- #'?@+M8; "<=>?¸% 3'4&56@&?B*G&35V8; ",]?B!̂ *% n897; "mM% 3fM9WMÇ5?@+M8; "<=>?
@-&å9!@9ç;#'03?=I0t!% 3|`3@&M@Ä-F-s+F|£9e`% n3@5M*% *"+O3@9M-2*
°&8'() 3?ã*"`93@&M@Ä-F%fJ5Öf=Ä*Ö(06=9ê"!3ó8XL+°&-9xB*G,M%D â 

Tq- #'86(!F-s+F|%UI/UX¸%}0öoÄ**J;>?l`@-û=3@&M@Ä-F% pUser-Friendly), Ç5
5J=3ô3@&M@Ä-FÄ*%*"+ *>?18F1ã%-@ &F@&?B*G&35V8; ",]?B!̂ *%n897; "mM%3|`
3@&M@Ä-F-s+F|£9e`%n3@5M*% *"+O3@9M-2*°&8'() 3?ã*"`93@&M@Ä-F% fJ5Öf=Ä*
Ö(06=9ê"!3ó8XL+°&-9xB*G,M%D â 

Yq- #'86(!F-s+F|%API¸%3'4&56, Id";Nè%*"+'8U*J;%API @-&å9°!s *L;!s*)%3fM9WM}0Ä*
*J;>?3O±y8F, >?Ç5?@+M8Ä*%*"+>?l`@-û=8XL+#'3@&M@Ä-F%fJ5Öf=Ä*Ö(06
=9ê"!3ó8XL+ÖñX8@8&AB(C I*s'@&!"&!s"#'2*@-1&F,"*X*B`Å+3=M%*"+°&-9xB*G,M%D â 

cq- #'|8Föo3@&M@Ä-F%pDeploymentq%*"+ÖP16̧ %}0öoÄ**J;#'|8Föo3@&M@Ä-F@&8&3|`
>?'RJ*% *"+#'ÖP16@&?B*G&35V8; ",]?B!̂ *% n897; "mM@&8&3|`@&-",G>?% å9'`{#'
Ö&+Ö58&' "<j *Id";Nè pDevelopment Environments) y%D% ÖñX8m6ä% 'e9 *%&' "<j *
Id";Nè897; "mM, &' "<j *3!-s897; "mM% *"+&' "<j *3@&M@Ä-F% 3|`3@&M@Ä-F-s+F|£9e`%
n3@5M*% *"+O3@9M-2*°&8'() 3?ã*"`93@&M@Ä-F% fJ5Öf=Ä*Ö(06=9ê"!3ó8XL+
°&-9xB*G,M%D â 

²q- #'3@&M@Ä-FR!j3=ÅNMOMP=¸%3@&M@Ä-FR!j3=ÅNMOMP=Öf=y9LAl' *@<&F3ó8XL+
uX =%CamDX *"+uX =%CamDigiKey -@ &F@t&F@&?B*G&35V8; ",]?B!̂ *£Öf= **J;
@&!"&!s"#'3IK"5@!ç*"8%3RM̀  *5' "!=8Ü({@!ç;#'3ñïº+vï !F%*"+#'&Za 8FI!s-Zi (â 

V.V.Z.%@-1&E&35S8;",[ 
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&¢ *EA4')b ¬ fRï+G!!h.(>)g8W!&hH'6-7568$!96*JK&. "cd8$%e2! '}/6MKh AÅ\,4' 
-'*-'&hHï+2!A&è)1-x,7S'}/, m#5-±A#A7, m#5-±A@TÅ\ 58/Å\,2!56-"c9g8 !",sJ 

*56V5G-7*ñV,. "~G!Ü 6@!O/8V*!] 4''&o->.%O"g8, 4'85,V&. "̂ Ag8, 4'*3åV*%-[ !",4'*'Ç6J\ 
j&^'@)R\5%l/5%É. rDocumentation) &ä5%É.2!4'("%(h'X,@H'Ü 

z¢ -[,7S¬ 

· -x,7S-'*-'&hH¬ P!>.%[t/-x,7S-'*-'&hH @HAG!6*,ÖV%*ñV,-5267g^!V/}#ç *HV/:V
fRG!!h.-,Q%"g8, g8^/MN !",g8m#5-±A#A7Ü -[,7S-'*-'&hHÅ\,*R]'}/2!
HhJ? 4'@)R\*S# Google &Z>,4'P!>.%[&hHg^ Java, PEP 8 -5267g^ Python, 4'
@)R\*S# Airbnb -5267g^ JavaScript !", TypeScript ?*HV/Ü 

· 4'5%±%8"!"%+&hH¬ 5%±%8"!"%+&hH*S#*56V5G-7#!x4' Pull Request *ô&Z>, GitHub ê GitLab 

?56ú\ *HV/:VsJfRG!!h.(>)g8&hHAà56*-V' *S#564!7üD 67!h.4'-'*-'&hH&Z>,A\R\
-x,7SJù-7ò-7 !",4'@6,@J&?/_hU>ASJ7ç 8VEZ  ?*HV/Ü &Z>,*R] 4'-'*-'&hH*S#
2!4'-L4'EZ  sJR\/&!h.4'@&A/à ê@J&' \@A&J\*)]Hl,G!gá /ç '}/?/}#!l,4'
5%±%8"!"%+&hH*S#-å$#56.%[" *S#*56V5G-7 SonarQube ?*HV/Ü PZ&5%±%8"!"%+&hH5%É.*3åVt/
w%[2!>.%[!b !",-x,7SW!4'-'*-'&hH *S#2!*EA6\), !",6MD V5%±%8"!"%+?&7ò&7Ü 

· 4'. "g(&hH¬ *56V5G-7!h.&/0. "3V*HV/:V'&*/VA!h.&\L>-ãQ,*ô&Z>,&hH !",5%±%8"!"%+!h.(>)g8
&hH *HV/:VfR!h.-x,7S&hHÜ 

3. 4''&o->.%O"g8 

&¢ *EA4')b ¬ fRï+G!!h.->.%O"g8-5267568$!96*JK&. "cd8$%e2! ê&/0. "3V8V4'(\n/&\@L,*X|,ç Ü 

z¢ -[,7S¬ 

· 4'@)R\ OWASP¬ *3åVt/w%[2!>.%[!bW! OWASP J\*B]->.%O"g8W!&/0. "3V*.6Ü 
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o 4'5(675(,-"c9"*56V5G-7¬ 5%É.&\)%7-"c9"*AV568$!9ï+G!Jù-7ò-7 *HV/:V4'B'8V
4'JhA*/VA ê*56V5G-7 c"!Z!$#j&C! ê@XZ&q/}#8VPZ&*56V5G-7 !",fRknA7
4'JhA*56V5G-7568$!9 ê*/VAc"!Z!$#*X|,ç 2!4'5(675(,G!5%l/5%É.Ü 

o 4'*56V5G-7&hH. "cd rCryptographicv¬ 5%É.fRk nA74'*3åV56%"6%["4'c"!Z!$#û 
íá -76xh'c"!Z!$# ê4''&oc>&c"!Z!$#@HA'*-V6 5%É.@%2!4'*3åV&hH!V#&/0*AVc"!Z!$#
?ú\GJ7 *S#*56V5G-7#!x4'&hH. "cd@HAc\*!V6 !",' l,2\Ü 

o 4'4'B'c"!Z!$#6MKh A*S#PZ&*56V5G-7¬ 5%É.fRknA7c"!Z!$#@HA6MKh A*S#
PZ&*56V5G-7 5%É.@%*3åV4'-2à % !",5%±%8"!"%+?/>! *JÇ-i,4'6MKh Ac"!Z!$#@HA
sJ6_]BA7HA7568$!9 !",sJï+568$!9m#',4'i#56ª'G!Ü 

o 4'&\)%7/>zm'->.%O"g8/"!5%l/5%É.¬ 5%É.fRkG!P!>.%[5%l/5%É.*AV4'&\)%7/>zm'
*X|,ç nA74'*56V5G-7/>zm'->.%O"g8Å\,P-7Ü 

o -2-f%>@HA2!J*Rá ]56*ª, rVulnerable Componentsv !",L}-->8Ag8¬ 
5%É.fRk nA74'*56V5G-7-2-f%>*X|,ç rHhJ? Dependencies ê Library) 

êw6&')b Ç&/0. "3VRR 8Vü,*5¯ 5%É.*3åV6JK>6:!Zg8ï+G!*cÇ,Å%7 *JÇ-i,*56V5G-7
-2-f%>q/}#@HA2!J*Rá ]56*ª, êL}-->8Ag8Ü 

o 4'&\)%7P%[-pN ) !",#k h̀%&/0¬ 5%É.&\)%7P%[-pN )PZ&*56V5G-7ï+G!
Jù-7ò-7 t/'#14'*3åV#k h̀%&/0 *ô*8A2!4'JhA*Ä*56V5G-7c"!Z!$# êJhA
*Ä*3åV-&/0g8*X|,ç *ô*AV568$!9Ü 

o ->JK' "%g8W!568$!9 !",c"!Z!$#¬ 5%É.fRï+G!!h.->JK' "%g8 !",g85%l/5%É.W!
-2-f%>Å\,*R] Å&7c,!l,->.%O"g8 *ô*8A*56V5G-7&/0. "3V êw6&')b *X|,ç 8V
ü,*5¯ HhJ? Dependencies ê Library ?*HV/Ü 

o 4'&%75t !",5%±%8"!"%+-&/0g8*X|,ç¬ 5%É.@%&%75tc>&!h.-&/0g8*X|,ç @HA
Å&7c,!l,->.%O"g8'6-7PZ&*56V5G-7 !",'6-7568$!9 58/Å\,5%É.'&oc>&!h.&\)%75t
*!]ï+G!5%l/5%É.Ü c"!Z!$#'*-V6(}'@%5%É.G!6"cG\, rMaskv *ô*8AJhA*56V5G-7
568$!9Ü 

· OWASP MAS: *3åVt/w%[2!>.%[!bW! OWASP J\*B]6MD V5%±%8"!"%+->.%O"g8W!&/0. "3Vch'-$8Y 
JA$%Ü 

o &@!á,XY>&c"!Z!$#¬ 5%É.*5CV-#& ê*56V5G-756*`cW!&@!á,XY>&c"!Z!$#ï+G!5%l/5%É.
*ô*AVch'-$8YJA$% ?8"*--J\*B]c"!Z!$#'*-V6Ü 

o &hH. "cd¬ 5%É.*56V5G-7!h.#!x4'4'B'c"!Z!$#*ô*AVch'-$8YJA$% *S#*3åV&hH- 

!V#&/0*AVc"!Z!$#@HA-\ü!7 !",5%É.4'B'c"!Z!$#56*`c?B&+-2© %7 ê&hH-2© %7
ï+G!5%l/5%É.Ü 

o #k h̀%&/0¬ 5%É.fRk 4''&oc>&!h.8$%e2!#k h̀%&/0'6-7PZ&*56V5G-7*ô*AV 
ch'-$8YJA$%2!->.%O"g8 *S#sJ*56V5G-7&hH. "cd *S#*56V5G-7'}/EZ ?/}#!l,
/>zm'#k h̀%&/0?/}#CV.25% rBiometric Authenticationv ?*HV/Ü 

o 6qx ~%gD 67¬ 4'íá -76xh'c"!Z!$#'i,ch'-$8YJA$% *Ä4!7P>V!3 )" %5%É.@%*3åV&hH!V-
#&/0?/>!-"! êF_ ,*ªJq-7&ä5%É.*56V5G-7!h. TLS/SSL ?*HV/Ü 
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o 56*`cw6&')b ch'-$8YJA$%¬ 5%É.8"!"%+*/VA*AVAc9g8@HAc"!Z!$#sJ*AJfá #
*ô*8AP`".Ua t/'#14'*56V5G-7/>zm'*X|,ç *ô*AVch'-$8YJA$% êt/'#14'
*6V&-"c9"*5JV!L}-*8&*ô*AVch'-$8YJA$% rw¢ c"!Z!$#cVt\,û 4'*56V5G-7w6&')b
5-É6-*/á, ê4*/n_  ?*HV/vÜ 

o &hH¬ 5%É.8"!"%+*/VA(>)g8W!&hH !",fRk/"!2!&\L>-ãQ,@XZ&->.%O"g8 HhJ?
4'*56V5G-7&@!á,XY>&c"!Z!$# !",4'*56V5G-7 Dependencies ê Libraries 8Vü,*5¯ 
?*HV/Ü 

o g83!7W!&/0. "3V¬ 5%É.fRk&/0. "3Vch'-$8YJA$%@HAG!P "̀.Ua2!g83!7!l,4' 
*56V5G-7 ?8"*--3!7!l,4'i#56ª'*X|,ç HhJ?4'*3åV Reverse Engineer, 4'
A}J#&c"!Z!$#*ô&Z>,&/0. "3V, 4'*3åV Jailbreak ê Root ?*HV/Ü 

o j&C!g8¬ 5%É.@%XxA7Ac9g8Ch!PZ&*56V5G-7&Z>,4'5(675(,c"!Z!$#'6-7E%7 *ô
*8AP "̀.Ua&/0. "3Vch'-$8YJA$% *S#*3åV4'*56V5G-7c"!Z!$#PZ&*56V5G-7ï+4!7@%%"J
t/@%sJ*3åVG! *LV#5%É.2!%2á g8J\*B]4'*56V5G-7c"!Z!$#Å\,*R]Ü 

4. 4'*3åV*%-[ 
&¢ *EA4')b ¬ 6*,ÖV!56-"c9g8W!4'*3åV*%-[568$!96*JK&. "cd8$%e2! ê&/0. "3V  *HV/:VX[A7!h. 

6c8"*^3HA7PZ&*56V5G-7*S#'Lh! !",fRï+G!!h.-O"'g8W!568$!96*JK&. "cd8$%e2!Ü 

z¢ -[,7S¬ 

· 4'*3åV*%-[&hH?@XZ&%hJç¬ 5%É.5G&Hk-2-f%>!V/}#ç 5%É.G!*3åV*%-[̂ &A:,F_ ,
/_%7J%7 ?/}#!l,*-q' V#_hï+H\*)V '4'?&7@-[, *AVJ\)> J!V/}#ç *Ät/56*`c/>zm'W!
@XZ&*R] *HV/:Vï+5G&Hk8"%?H\*)V '4'G!5%l/5%É.Ü *3åVA\@LÅ\&Z>,4'*%-[&hH *HV/:V@-å,'&
6pö  rBug) !",*3åV4'@&@56*AV4'*3åV*%-[6RY 678V2!4'@&&hH rCodebase) *HV/:VHl,8V6pö
gá /ç *HV/:V*3åV4'6\*8~!h.J\)> Jzå]ü%Å\,*R]Ü 

· 4'*3åV*%-[-2L')&/0¬ 5%É.5G&Hk4'*3åVP!['&/0'i,4''}/6MKh A/_hU>A rModules) !",
/>zm'ü,*5¯ rExternal Service) 2!g85%l/5%É.*AVA\Lh'c"!Z!$# !",J\)> J56-8åEZ  
rInterfaces) *Ät/H\*)V '4'HhJPåV@HAG!*5E,c>&Ü *3åV*%-[t/A&èz)u ?&7@-[, !",
6pö @HA/"!*5E,c>& *HV/:Vï+Hl,8V6pö &Z>,4'*3åV-2L')&/0ú678V4'ú67*X[V/ !",6MK67
W!/>zm'Ü 

· 4'*3åV*%-[@XZ&->.%O"g8¬ *3åV4'i#%W/á@XZ&->.%O"g8ï+->VC*5Ê '}/6MKh AÅ\,4'. "g( Static 

!", Dynamicû 4'*3åV*%-[*5CÇ%JhA rPenetration Testing) !",(\'h4'(\n/&\@L, rThreat 

Modeling)Ü c!Yl/*!] 5%É.P!>.%[@XZ&->.%O"g8t/4'P!>.%[@HAAà6\X>%û *3åV6JK>6:!Zg8W!4' 
*3åV*%-[?56ú\*Ä*AVJ\)> Jq2!g8m#',*5E] !",&\8>,*&V%*ñV, &äHhJ?fR4' 
P!>*ò/t/-[,7S->.%O"g8 !",6c6:MN%["Ü 

· 4'*3åV*%-[ Load and Profiling ¬ P!>.%[4'*3åV*%-[ @HA2!PZ&*56V5G-7*5JV!H\qAEZ  *HV/:V
i#%W/áH\*)V '4'W!568$!9*54/A&èz)u ' \8l,c>& !",&5/"%z=-7Ü *56Vw6&')b &\)%7 Profiling 

*HV/:V&\)%7P%[-pN ) !",*S]5^#4'n \,-Y]W!H\*)V '4'û 6*,ÖV!56-"c9g84'*56V5G-7
3!f! !",fRï+2!25%SI ! !",g8*C½?&7&Z>,6' "̂ O !*56V5G-7Ü 
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· *%-[ UX/UI ¬ i#%W/á6c8"*^3PZ&*56V5G-7 !",J\)> J56Å&7PZ&*56V5G-7 *AVAc9g8&Z>,
4'*56V5G-7û g8m#5-±A !",g8->V-må &7EZ ?/}#!l,4''JRGHJ\*EA*ÑÜ *56V5G-7/%"
@&A/à'6-7PZ&*56V5G-7 !",'må -7Ac9g8*56V5G-7 *HV/:VC\'>~4'@&A/à !",fRG!!h. 
g85-6t/%5/É.4''6-7PZ&*56V5G-7 !",*EA6\),sCV.&/0Ü 

· 4'*3åV*%-[8VPZ&*56V5G-7íY A7¬ -5/6-5/±A UAT *S#&\)%7A&è)1. "!"JÉ$#ï+G!
Jù-7ò-7 !",4'JhA'}/8Vg(VB&78$!9 *ô&Z>,*-q' V#_h4'W!*3åV*%-[?&7@-[,Ü *S]5^#*Ä
t//%"@&A/àgá /çû fRG!k%5/É.4'/>zm'Å\,P-75%É.G!6\*8~ !",*XY;,íY %7k/>zm'
568$!95-6t/*EA*ÑsCV.&/0 !",4'' \8l,c>&'6-7PZ&*56V5G-7/>!*8AS&7ï+*56V5G-7Ü 

5. 4'85,V&. "̂ Ag8 

&¢ *EA4')b ¬ *'Ç6J\568$!96*JK&. "cd8$%e2! ê&/0. "3V *HV/:VsJ85,V&. "̂ Ag8 5-6t/%5/É8F#
R*8APR(%Ü 

z¢ -[,7S¬ 

· . "3V^â-[ Stateless ¬ 6*,ÖV%!h.568$!9&Z>,'*6Ç6? Stateless @HA2!!$#k nA74'*-ZV( 5%É.
H\*)V '4'*S#j&nC+ !",2!8$%e2!ú\GJ7Å\,P-7Ü nA74'JhA*56V5G-7û 568$!95%É.H\*)V '4'
*S#j&nC+ *LV#/"!5%É.5(675(,c"!Z!$#*c rc"!Z!$#5%É.G!'&o !",5(675(,*ô&@!á,*X|,vÜ 
4'*3åV@66*!] !l,*3åVï+4'85,V&. "̂ Ag82!g8m#5-±AÜ 

· !"20 6!&/0568$!9¬ *5CV-#&!"20 6!&/0q/}#@HA-/5-6?/}#!l,%5/É.4''6-7568$!9Ü 4'
*56V5G-7568$!9'}/3\@%/}# ( ^&-/?/}#!l,568$!9q@HA^/MN z)1@HA 568$!9@6,
@J&?@XZ&%hJç rMicroservicesv XxA7!h.C*5/V-56*-V'?,-52674'85,V&. "̂ Ag8*ô
*8A*54# J\*B]568$!9 ê&/0. "3Vq@HA-0>( 0̂ ~Ü 

· 4'*.JzK67568$!9*Ä?c5/,7 Container ¬ S&7&/0. "3V ê568$!9Å\,/hA '}/?/}#!l,-2-f%>
B&78$!9Å\,P-7*Ä?c5/,7 Container *HV/:Vï+4'S&7ï+*56V5G-72!g85-6EZ  *Å]6V?*ô
&Z>,6' "̂ O !*X|,EZ &ä*S#Ü 4'*3åV@66*!] ( m#5-±A&Z>,4'85,V&. "̂ Ag8*ô*8A'}JnA7 
*LV#m#&Z>,4'5(675(,*AV3!f! *HV/:VS&7ï+*56V5G-7X,@H'Ü 

(¢ w6&')b *8~!"#/*56V5G-7¬ 

· Nginx¬ ?w6&')b @HA5%É.G!*56V5G-7?ch*Ä @HAC}#5(675(,568$!9 t/'#14'@6,@J&
4'*-ZVF_ ,2!56-"c9g8*AV2_ ->V!*/?*5JV!û 6*,ÖV!%>A+g86!Y>& rLoad Balancingv !", 

Ac9g86nC$# rFailover Capabilitiesv Ü 

· Docker¬ ?w6&')b @HA5%É.G!*56V5G-7-52674'6*,ÖV% !",5(675(, Containers *S# 

X[A7!h.6' "̂ O !-[,7S-5267568$!9Ü 

· Kubernetes¬ *56V-5267-å$#56.%["&/0W!4'S&7ï+*56V5G-7û 4'*3åV85,V&. "̂ Ag8 !",4'
5(675(,568$!9@HA2! Containers Ü iC}#5(675(,568$!9*ô*8A85,V&. "̂ Ag8û fR!h.
4'*56V5G-73!f!56&6*S#56-"c9g8 !",*S]5^#4'*&V!*ñV,!h.%5/É.4'Ü 

6. 4'&\)%7-[,7S UI/UX 

&¢ *EA4')b ¬ fRï+G!!h.g8m#5-±A*56V5G-7 rUser-Friendly), sJJhA*Ä*56V5G-7G! 
!",2!g8Å&7Å~ -5267568$!96*JK&. "cd8$%e2! ê&/0. "3VÜ 
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z¢ -[,7S¬ 

· Ac9g8&Z>,4'*56V5G-7 rAccessibility)¬ P!>.%[t/-[,7SW!Ac9g8@HAsJJhA*Ä*56V-
5G-7G! rw¢ WCAG) *HV/:VfRkPZ&*56V5G-7Å\,P-7sJ*56V5G-7568$!9G!Ü 

· g8->VJmå &7W!4''JR rDesign Consistency)¬ '&og8->VJmå &7J\*B]-2-f%>-5267
4''JR568$!9Å\,/hA *S#*56V5G-7568$!9'JRHhJ? Material Design ê BootstrapÜ  

· 8)e ¬ P!>.%[t/(\'h8)e -[,7S@HAfRg8m#5-±A&Z>,4'JhA*56V5G-7 !",g8->VJmå &7
*ô&Z>,568$!9Ü *56Vw6&')b HhJ? Material Design Color Tool *HV/:V6*,ÖV%4x 'ò#8)e J5/<] 
rCohesive Color Palette)Ü 

· 8>/=P&|' rFont)¬ *56Vc\L\8>/=P&|' !",'JR6T-[,7S *HV/:VfRg8m#5-±A&Z>,4's!Ü 
'&oÆR!>5&/W!c5/,7P&|' !",*56V8>/=P&|'@HA-/5-6-5267*(Lc\8$' ê2!2_ &#V*ª
?&7ò&7Ü 

· c\L\*P5&,7¬ 'JR*S#*ãáV#%6!l,%5/É.4''6-7PZ&*56V5G-7 *HV/:VfRG!!h.6c8"*^3@HA
2!g8'Lh! -5267PZ&*56V5G-7*ô*AVkZ A5(6756*`cÜ *56V5G-7 Fluid Grids !", Media 

Queries *HV/:V@&%5/É.6á,7 rLayout) 5-6t/c\L\W!w6&')b *Pñ"J5%É!"&Ü 

· 'h6%\q, rIcon)¬ *56V5G-7-\)>\ 'h6%\q,@HA2!g8B&78$!9 rCohesive), 56`8*6V&J\L 
ê2!4''&o-"c9"Ü 5%É.fRk'h6%\q,2!'JR6T@HA->VJmå &7EZ  !",2!P&|'-5267
6' "F# *HV/:V6*,ÖV!g8m#5-±A&Z>,4'*56V5G-7Ü 

· 'h6g8¬ *56V5G-7'h6g82!(>)g8z=-7 @HA2!4''&o-"c9"*S#ó%("%WTá ê6,75G&7 
5%l/5%É. 58/Å\,fRk'h6g85%É.G!@&-5/6ï+5%É.*Ä!l,*(Lc\8$' *HV/:V'&oH\*)V '4'Ü 

· 4'J>J%"J rLess Click)¬ -5/±AHA7P!['-&/0 rInteraction) '6-7PZ&*56V5G-7 *S#4%7
6!O#J\!}!H,W!4'J>J @HA5%É.4'*HV/:V-*5/JG!&"JK4'*X|,ç Ü -5/±AHA74'@-å,'& 
!",'JR' \Lh'4'm'@HAm#5-±A#A7 *HV/:V6*,ÖV!56-"c9g8 !",g8*8~J"%['6-7PZ&*56V5G-7 
*S#*3åVï+PZ&*56V5G-72!g8m#5-±A &Z>,4'-*5/JG!!h.*EA*Ñ'6-78}&*( *S#
J\q#&2á \,%"J%}J6\X>%Ü 

(¢ w6&')b *8~!"#/*56V5G-7¬ 

· UserTesting¬ -52674'5^.5?.P\8V6c8"*^3PZ&*56V5G-7Ü 

· Hotjar¬ -5267&\)%7cVt\, !",'#1*8AW!4'JhA*Ä*56V5G-7'6-7PZ&*56V5G-7Ü 

· Material Design¬ -5267*EA4')b @)R\4''JRï+2!-,Q%"g8 Ü 

· Bootstrap¬ -52674''JR%5/É.t/c\L\,*P5&,7PZ&*56V5G-7Ü 

· Material Design Color Tool¬ -52674'6*,ÖV%4x 'ò#8)e J5/<]Ü 

· Google Fonts¬ -52674'*5CV-*' V-8>/=P&|' Web-Safe Ü 

· FlatIcon¬ -52674'JhA*Ä*56V5G-7'h6%\q,*S#ó%("%WTáÜ 

· Freepik/Adobe Stock¬ -5267JhA*Ä*56V5G-7'h6g8@HA2!(>)g8z=-7Ü!
7. 4'&\)%7-[,7S API 

&¢ *EA4')b ¬ *'Ç6J\, P`".Ua !",'&o!h. API 5-6t/w%[2!>.%[!b *HV/:VfRG!!h.g8*C½?&7, 
g8sJ85,V&G! !",g8m#5-±A&Z>,4'*56V5G-7Ü 
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!

z¢ -[,7S¬ 

· 6*,ÖV%?c5/,7 RESTful ¬ P!>.%[t/*EA4')b  REST &Z>,4'6*,ÖV% API @HA*®0 ]3!f!
2!P%O!$#Jù-7ò-7 ?/}#!l,4'*56V5G-7 HTTP Methods ï+G!5%l/5%É.Ü 

· 4'*3åV&\@)¬ *ô*8A2!4'íá -76xh' ê@&@56*Ä*AV API 5%É.*56V5G-7!h.*Az&\@)@56T0V-5267
4'íá -76xh'*R] *JÇ-i,6_]BA7HA7 API @HA2!5^67 *LV#&\8>,@%5%É.G!*56V5G-7Ü 4'
S&7*Az&\@)@56*!] sJS&7*ô*AV URI W! API ê&äS&7*ô&Z>, Header Ü 

· j&^'@)R\¬ XxA7!h.j&^'@)R\8V'*6Ç6*56V5G-7 API *S#*56V5G-7&/0. "3V HhJ? 
Swagger ê Postman ?*HV/ *HV/:Vï+PZ&P "̀.Ua&/0. "3VsJ#A78V APIs G!m#5-±AÜ 

· &:}!S&7*®0 ]¬ *56V5G-7*®0 ]q@HA2!P%O!$#5(675E!7 !",5%l/5%É.@HAsJ%\q,
'6-7 ê-&/0g8*X|,çû *56VR/8L>.J!1*HV/:V%\q,ï+6)[> \ *X|,ç !",564!7üD 67!h.(5/É
/}# rw¢ Kebab-case ê CamelCase) -52675(67 API Å\,P-7 *HV/:V6*,ÖV!g8Jù-7ò-7 
!",m#5-±A@TÅ\Ü 

· #k h̀%&/0¬ 4'B' API *S#*56V5G-7#!x4'#k h̀%&/0@HA' l,2\ HhJ? OAuth2  ê JWT 
(JSON Web Tokens) ?*HV/Ü . "3V^â-[Å\,*!] C}#fR!h.->.%O"g8 *S#2!@%PZ&*56V5G-7
@HA2!-"c9"*56V5G-76_>*qÅ ]@HAsJJhA*Ä*56V5G-73!f! API G!Ü  

· 4'S&7&5/"%!h.J\!}!*56V5G-7¬ 4'S&7&5/"%J\!}!*56V5G-7 API *!] !l,C}#4'B' API 8V4'
*56V5G-7/"!5%l/5%É.*5JV!*AV-&\)%7Ü 

· 4'5(675(,*ô*8A2!6pö ¬ (}'6*,ÖV%!h.-x,7S&hH-52676pö !V/}#ç &äHhJ?^'5G67*Ä
PZ&*56V5G-7 *HV/:VHl,8V6pö ï+G!Jù-7ò-7 *LV#m#5-±A&Z>,4'C}-C>A&\L>- ê6pö
*R]Ü 4'n#4')b 8V6pö  ê&\L>-Å\,*R]G!Jù-7ò-7 sJC}#HA7PZ&P "̀.Ua&/0. "3V&Z>,
4'*S]5^# !",*3åVï+568$!9 ê&/0. "3V56*-V'?,/>!Ü 

8. 4'S&7ï+*56V5G-7 !",@TÅ\ 
&¢ *EA4')b ¬ fRï+G!!h.4'S&7ï+*56V5G-756&6*S#g8'Lh! !",4'@TÅ\568$!96*JK&. "cd

8$%e2! ê&/0. "3V56&6*S#56-"c9g8 t/'#14'@6,@J&6' "̂ O !P`".Ua (Development Environments) 

? { @XZ&3\ç '}/2! 6' "̂ O !P`".Ua&/0. "3Vû 6' "̂ O !*%-[&/0. "3V !",6' "̂ O !*56V5G-7Ü 

z¢ -[,7S¬ 

· @X!4' !",4'^&A:,S&7ï+*56V5G-7¬ *'Ç6J\!h.@X!4'S&7ï+*56V5G-7 *S#A/à"%8V
H\q&74A!V/}#ç, J\)> J@HAÅ&7c,EZ , !",!V%". "3V&Z>,4'5%ñ67*54#. "~ &Z>,&')V /"!
565&%Vq/}#Ü 5%É.*3åV*%-x4'S&7ï+*56V5G-7*!]*ô&Z>,6' "̂ O ! Stagging ï+G!L0%7J%7ï+
G!'}JnA7 *HV/:VfRk4'&\)%7 !",/>zm'*X|,ç H\*)V '4'G!AàHhJ4'' \8l,c>&Ü 

· -å$#56.%["&/0 !",4't/S!4'S&7H\*)V '4'¬ *56V5G-7!h.&/0. "3V-å$#56.%["/}#J\!}!HhJ? 
Jenkins, GitHub Actions !", GitLab CI/CD ?*HV/ *HV/:V-5/±A4'm'S&7H\*)V '4'568$!9*!]
ï+4!7@%m#5-±A *LV#4%76!O#!h.&\L>-ãQ,@HAsJ*&V%2! *6V-"!?*3åV*S#WHÜ  
*5¯8V*!]5%É.H\*ñV,!h.&/0. "3VHhJ? Grafana, ELK Stack, New Relic, Datadog !", Prometheus 

?*HV/ *HV/:Vt/S!!h.4'H\*)V '4''6-7568$!9, Hl,8V6pö G!*A½! *LV#sJcc}AG!4'Ch!
H\)l ,G!gá /ç Ü 



°&-9xB*G%D.%3S=#'() -@ &F#'Id";Nè897; "mM  %%%%%%%%% 80 

!

· 4'6*,ÖV% Container ¬ *3åV-å$#56.%["&/0*AV4'S&7H\*)V '4'568$!9, 4'85,V&. "̂ Ag8 !",4'
5(675(,&/0. "3V@HAH\*)V '4'&Z>,c5/,7? Container *HV/:VfRk4'*56V5G-73!f!&Z>,4'
S&7ï+*56V5G-72!56-"c9g8 *LV#H\*)V '4'G!AàÜ &/0. "3V-52675(675(, 568$!9@66 
Container 2!HhJ? Kubernetes, Docker Swam !", OpenShift ?*HV/Ü  

· 4'5(675(,&\@) !",4'65/<,c>&¬ *56V5G-7!h.568$!95(675(,&\@) rHhJ? Git) *HV/:V5(675(,
*ô*8A&hH5%É.G!@&@56 ê2!4'@&@56*AV4'&\)%7*X|,ç *HV/:Vm#5-±A&Z>,4'5%ñ67
*54#. "~&Z>,&')V /"!565&%Vq/}# !",m#5-±At/S!Ü &Z>,*R]5%É.2!#>c9^â-[&Z>,
4'65/<,c>&c"!Z!$# !",4'&\)%7*X|,ç />!*8A*3åV4'S&7ï+*56V5G-7 *LV#5%É.*3åV*%-x
H\*)V '4'W!4' x̂ '*ñV,. "~*ô*8A2!6pö q/}#*&V%*ñV,Ü 

· *3åV4'@TÅ\ !",*%-x?56ú\¬ 5%É.2!4A. "g(*3åV4'@TÅ\568$!9?56ú\ '}/6MKh AÅ\,4'*3åV
6JK>6:!Zg8, 4'C}AC>A&\L>-@XZ&->.%O"g8, !",4'*3åVï+568$!956*-V'?,/>! *HV/:Vï+568$!9
2!-O"'g8 !",->.%O"g8Ü 
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g')"h72=CaT '>?@$4:AB-$.Gd>8V !(!! E" 

¦¢ 6*JK&. "cd'}/-52674'P "̀.Ua rDevelopment Tech Stackv 

· @XZ&ü,2_ ->V!*/ rServer Sidev¬ -\*Ñ*AV6*JK&. "cd êw6&')b @HA*56V5G-7-5267
P "̀.Ua568$!9@XZ&ü,*54# rBackendv Ü 

· @XZ&ü,PZ&*56V5G-7 rClient Sidev¬ -\*Ñ*AV6*JK&. "cd êw6&')b @HA*56V5G-7 
-5267P "̀.Ua568$!9@XZ&ü,/>z rFrontendv, &/0. "3Vch'-$8Y, ê&/0. "3V*AV Desktop Ü 

 ÖñX8Å+ ü -LM*39 ÖñX8Å+IX83@&M@Ä-F 

uX =¼@&?B*G
@&!"&!s"#' 
pPlatform / 

OSq 

Linux, Windows Web 
Mobile 

(Android/iOS) 

Desktop 

(Windows, 

Linux, macOS) 

#'-'3-'«-zM& 

pScriptingq 
Shell, Python, 

Ruby, Perl 

JavaScript, 

TypeScript, 

VBScript 

JavaScript, 

Dart, Kotlin 

PowerShell, 

Shell, 

AppleScript, 

Python, Batch 

><-'3-'
897; "mM 

pProgramming 

Languageq 

Java, JavaScript, 

C#, Python, PHP, 

Ruby, Go 

JavaScript, 

TypeScript 

Java, Kotlin, 

Swift, Dart 

C#, Java, 

Python 

½w 6+ñïL8,"*X*B` 

pDatabaseq 

PostgreSQL, 

MySQL, MongoDB, 

Oracle, MS-SQL 

Server, IBM DB2, 

Redis 

WebStorage 
Core Data, 

SQLite 

SQLite, MySQL, 

PostgreSQL, 

MS-SQL Server 

 ü -LM*39%
-@ &F897; "mM 
pApplication 

Serverq 

Node.js, Tomcat, 

Jetty, WildFly, 

GlassFish, 

Wapper service, 

NSSM 

   

 ü -LM*39%
-@ &F3;& 

pWeb Serverq 

Node.js, Nginx, 

Apache, Tomcat, 

Jetty, WildFly, 

GlassFish, 

Microsoft IIS, 

- 
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Oracle Web Logic, 

IBM PAW, Tomcat 

Framework 

Spring, .NET, 

ExpressJS, 

NestJS, Django, 

Flask, Laravel, 

Koa.js, Ruby on 

Rails, Node, Odoo 

AngularJS, 

ReactJS, VueJS, 

NuxtJS, NextJS 

Flutter,  

React-native 

.NET, Electron, 

JavaFX, Qt, 

Avalonia 

#'@t&F@t+%
Package  

pip, mvn, 

Composer, Nexus, 

Bundler, Conan, 

Jfrog Artifactory 

npm, Yarn, Bower 

pub, pod, 

CocoaPods, 

Gradle, Swift 

Package 

Manager 

Homebrew, 

Chocolatey, 

npm, Yarn, 

NuGet 

°&8'()
-@ &FId";Nè 
pBuild Toolsq 

Maven, Gradle, 

MSBuild, Rake 

Webpack, Gulp, 

Grunt, Parcel 

Gradle, 

XCode, 

Carthage 

MSBuild, 

CMake, Xcode, 

Gradle, Bazel 

Webservice / 

API Tools 

Rest-API, JSON, 

gRPC, Postman, 

Swagger, CURL, 

SOAP UI 

- 

Libraries 
PyJWT, Gson, 

Lodash, Requests 

jQuery, Bootstrap, 

Axios, Lodash 

Retrofit, 

Alamofire, 

Firebase, 

Glide, Realm, 

Provider, Dio 

WinForms, GTK, 

Newtonsoft.Json 

SMS Provider 

OneSignal, 

Nomsa.gov.kh, 

Plasgate, 

MekongSMS 

- 

°&8'()
-@ &F#'
Id";Nè 

pDevelopment 

Toolsq 

IntelliJ, VS Code, 

Eclipse, Spring 

Tool Suite, Maven, 

Gradle, etc. 

IntelliJ, Netbeans, 

VS Code 

Xcode, 

Andriod 

Studio, VS 

Code 
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¥¢ 6*JK&. "cd'}/-526756%"6%[" !",t/S! rOperation/Monitoring Tech Stackv 

Category Tools & Technologies 

#'@t&F@t+8Jf%pSource Controlq GitHub, GitLab, Bitbucket, Subversion (SVN) 

3R|g '50-9xB*Gy8Jf 

pInfrastructure as Codeq Terraform, Pulumi, Ansible, Vagrant 

Automation & Configuration 
Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack, 

Consul 

CI/CD 
Jenkins, GitHub Actions, GitLab CI/CD, Travis CI, CircleCI, 

Argo CD, Spinnaker, Helm, Maven, Git, JFrog 

Container Orchestration & 

Management 

Docker, Kubernetes, OpenShift, Rancher, Nomad, 

Portainer 

 ü -LM**"97"!%pVirtual Machinesq Proxmox, VMware vSphere, VirtualBox, Oracle OVM, 

Nutanix AHV 

#'å9|*à% #'8!F@å#'5J= 

3@&M@Ä-Fà% #'ò`#'() % *"+#'
; ">t#'5J=3@&M@Ä-F 
pMonitoring, Logging, Reporting 

& Log Analyticsq 

ELK Stack (Elasticsearch, Logstash, Kibana), 

ZooKeeper, Fluentd, Prometheus, Grafana, New Relic, 

Loggly, Sentry, Dynatrace, AppDynamics, Splunk, 

FortiSIEM, Panorama 

-L;!j">?à% #'86(!FI!s-Zi (%
*"+I*L3é9>? 

pSecurity, Identity & 

Complianceq 

MEF's Security Operations Center (SoC), Web 

Application Firewall (WAF), Docker Image Scanner 

(Snyk, ...), Cloudflare, OpenVPN, HashiCorp Vault 

#'@t&F@t+°&W!s"3R!L 
pIncident Managementq TheHive Project, OpsGenie, Jira, Clickup, 

#'3mrM3!-s 
pTestingq 

JUnit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG, 

Cucumber, Postman, K6 

#'å9|*86RL- 

pError Trackingq Sentry, Firebase Crashlytics 

IX8ñs=F%SSL 

pSSL Providerq 
Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSign, 

SSL2buy, Entrust 

Message Queue Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS 

#'@t&F@t+t3@ +%*"+°&8'()  
pProject Management & Toolsq 

Agile, Scrum and Kanban 

Confluence, JIRA, ClickUp, Asana Notion, Trello 
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°&8'() -@ &F,"*X*B`m6 
pBig Data Toolsq 

Apache Spark, Hadoop, Python, R, Apache Kafka, Apache 

Flink, Dask 

°&8'() @t&F@t+86Ö( 

pComputer Version Toolsq 
OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO, 

Keras, ML Kit 

°&8'() -@ &F; ",]<«-s
,"*X*B`¼&Zi -"&W*"97"! 

pData Science / AI Toolsq 

TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn, 

PyTorch, MATLAB 

NMOMP=J&*M`897><ÖA7'% 
pKhmer NLPq 

· Frameworks: Django, FastAPI, Flask,  

· Servers (ASGI/WSGI): Uvicorn, Gunicorn, 

Hypercorn,  

· Machine Learning Frameworks: TensorFlow, 

PyTorch, 

· NLP Libraries: NLTK, Transformers, TextBlob, 

Sentencepiece, Levenshtein, Phonetisaurus, 

SymspellyPy, Fasttext, Hunspell 

@#Rr"8%pGraphicq Figma, Sketch, Adobe XD, Draw.io 
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{¢ -[,7S->.%O"g8'}/ rSecurityv 

@&3d, @&3d,'+ °&8'() %*"+&35V8; ",] 

-L;!j">?&£s ã 

pNetwork Securityq 

Firewall 
FortiGate, Cisco, Palo Alto, pfSense, 

iptables, Checkpoint 

Intrusion 

Detection/Prevention 

Systems (IDS/IPS) 

Snort, Suricata, OSSEC, Bro (Zeek) 

VPNs 
OpenVPN, WireGuard, Fortinet, Cisco 

AnyConnect, SoftEther VPN 

Content Delivery 

Network (CDN) 
Cloudflare, Akamai 

-L;!j">?3=M°&8'()  
(Endpoint Security) 

Antivirus/Anti-

malware 

Kaspersky, McAfee, Bitdefender, 

Symantec Endpoint Protection, 

ClamAV, ESET, Trend Micro 

Endpoint Detection 

and Response 

(EDR) 

CrowdStrike, Carbon Black, 

SentinelOne, OSQuery, Trend Micro 

XDR, Cortex XDR, FortiEDR, Kaspersky 

EDR Optimun 

-L;!j">?@&?B*G 
pApplication Securityq 

Static Application 

Security Testing 

(SAST) 

SonarQube, Checkmarx, Fortify, 

Dynamic Application 

Security Testing 

(DAST) 

OWASP ZAP, Burp Suite, App Spider, 

Arachni 

Software 

Composition 

Analysis 

WhiteSource, Snyk, Black Duck, 

OWASP Dependency-Check 

Web Application 

Firewalls (WAF) 

AWS WAF, Cloudflare WAF, F5, 

Imperva WAF 

#'@t&F@t+I!s-Zi (%*"+
#'5J=3@&M@Ä-F 

(Identity and Access 

Management - IAM) 

Single Sign-On 
CamDigiKey, Auth0, KeyCloak, Okta, 

Azure AD, OneLogin 

Multi-Factor 

Authentication 

Google Authenticator, RSA SecurID, 

FreeOTP, Cisco Duo 
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Phone 

Authentication 
Firebase, Twilio Authy 

Privileged Acces 

Management 

(PAM) 

CyberArk, BeyondTrust, Delinea 

#'@t&F@t+>? 

l`'+3@Sì 
(Vulnerability 

Management) 

Vulnerability 

Scanner 

Nessus, OpenVAS, Nmap, Lynis, Burp 

suite, Acunetix 

Patch Management 

Microsoft SCCM, Ivanti Patch 

Management, ManageEngine Patch 

Manager Plus 

#'@t&F@t+?B!̂ *-L;!j">?%
*"+%@?H!s"#'()  

pSecurity Information and 

Event Management - 

SIEM) 

 

OSSEC, Wazuh, ELK Stack 

(Elasticsearch, Logstash, Kibana), 

Graylog, Splunk, IBM QRadar, ArcSight 

(Micro Focus), Azure Sentinal, 

LogRhythm, FortiSIEM 

-L;!j">?à%Orchestrationà 
-rB`@&;!s"897%*"+#'3¢wM̀ !& 

pSecurity Orchestration, 

Automation and Response 

- SOAR) 

 

TheHive, Cortex, Shuffle, Wazuh, 

Splunk Phantom, IBM Resilient, 

FortiSOAR, LogRhythm SOAR 

Threat Intelligence  

MISP, Open Threat Exchange (OTX), 

Yeti, Anomali ThreatStream, FireEye 

Threat Intelligence, Palo Alto Networks 

Auto Focus 

#'3¢wM`!&°&W!s"3R!L%& 

3#-=o; "5VB` 

pIncident Response & 

Forensicsq 

 
Autopsy, Volatility, GRR, The Sleuth Kit, 

CrodStrike Falcon Insight 

#'`=FfH+I6?M 
-L;!j">? 

pSecurity Awarenessq 
Phishing Simulation GoPhish, PhishSim, King Phisher 
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g')"h72=C eTC pU2(!12345*>^V(!&'5:'5*:, &q'.&qFC 2:F1k:4[o&',72= 
'>?@$4:AB,75D;2 

A¢'¢ I+z>? Öñ*#'-897>? 

1 Itz3=Åm"#'|g * 

- @&!"&!s"%*"+@t&F@t+@&?B*G@t&F@t+9«*sM%*"+&Ltz="8 

- @&!"&!s"% *"+@t&F@t+@&?B*G@t&F@t+@,?o-9W!s"<'3?Md(C
8XL+@8-e+ 'e916+@&?B*G@t&F@t+~*`*s 

- @&!"&!s"% *"+@t&F@t+3R|g '50-9xB*G&£s ã!>a &F, 9Oª-
9(C =,"*X*B` *"+9Oª9(C =-3«lz ì,"*X*B̀  

2 
Itz0`8|g * 

3S=*3~Ä` 

- @&9J=,"*X*B`E8F?B*GÖf=&3@9Mf=F#'; ">t ü @8ç3-fg8"5V 
*"+3'4&563S=*3~Ä` 

- @&!"&!s"%*"+@t&F@t+@&?B*G%PIP DBMS 

3 Itz0`8|g *P; "# - &*s3@&M@Ä-F%FMIS -@ &F#'l'@!û!?"*"!oP; "# 

4 Itz0`8|g *?*G|' - @&!"&!s"%*"+@t&F@t+53l© 92*@&?B*G@&9J=?*G|' 
- @&!"&!s"%*"+@t&F@t+9Oª9(C =,"*X*B̀  

5 
Itz0`8|g *t`%*"+ 

'|g 8'89xLy 

- @&!"&!s"%*"+@t&F@t+53l© 92*@&?B*G@&9J=?*Gt` 

- @&!"&!s"%*"+@t&F@t+9Oª9(C =,"*X*B̀  

6 
Itz0`8|g *'!0S'-
y!" 

- &*s3@&M@Ä-F%FMIS å99LAl''&-FAwe* FMIS Portal, Edoc, 

CMS *"+%NRMIS 

7 
Itz0`8|g *=,G897 
<}'({ 

- 3mrMy V -F, yIX8@&!"&!s"% *"+yIX8O6'Lã#'3@&M@Ä-F@&?B*G
=,G897<}'({å9@&?B*G3IK"5@!ç*"8%pe-GP) y9LAl'
-XJ=9e`8XL+%FMIS %Öf=8XL+30ì *I*L9LAl'%Procurement 

Plan, Catalogue Management, Notification, Bidder 

Registration, Tendering *"+ Contract Management,  

Supplier Center *"+ Shopping Cart y3fM9â 

- 5J='e9ñ¡=F}!L5J=, 3mrM3!-¡%*"+Id";NèöoÄ*@t&F@Oí+3@y`
*J;@&?B*G% e-GP @?916+O6'Lã#'@t&F@t+% *"+@&!"&!s"@&?B*G
3*ì%y9e`@t&FIX8E8F?B*G16+I-F%y?"3--%Itz0`8|g *
-R@&!"&!s"#'I*s'y!"*"+@t&F@t+&6(L =% *"+Itz0`8-

|g *&35V8; ",]?B!^ *@t&F@t+R"'hi;!jL<}'({â 

8 

Itz0`8|g *@,?o
-9W!s"'fg%*"+56(J =9"*
Ö9*<'3?M?*G 

- @&!"&!s"%*"+@t&F@t+@&?B*G%SARMIS *"+@&?B*G%NRMIS 

- 3'4&56Id";Nè@&?B*G@t&F@t+?B!^ *-R@S-<}'({%
pPEMISq 
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j&nC+û 5(l] Ô !^f')1'HIGA ê  
-L5E-^f')1@HA&\)%7*EA6\),
!",/*3dG#W!4'56/hA 4'*56V5G-7 ê4'
ò%5%S,c"!Z!$#Ü 

6.  
Data-literate 

Culture 

.6:3/eP&è'g8
c"!Z!$# 

-\*Ñ*AV6' "F4-&Z>,P,Qg8/}# @HA6>(QA"&
5(67&5/"% 2!-/%Og8sJ#A7û 6&5^# 
!",*56V5G-7c"!Z!$#56&6*S#56-"c9g8 &Z>,
H\*)V '4'*3åV4'-*5/JJ"%[ !",56%"6%["4'56ú\
WT©Ü 

7.  Data Owner 56f!c"!Z!$# 

-\*ÑPZ&cc}Az>-5%É.*AVzál/^', P%O!$#, !",
(>)g8c"!Z!$# 58/Å\,X[A74'#A758/*AV
4'@J&' \@A&c"!Z!$#*ÄHA76>(QA*X|,*cÇ%
&Z>,*EA6\),q/}#Ü 



°&-9xB*G%T.%-0ï *L@89  %%%%%%%%% 92 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

8.  Data Steward 

6>(QAP "̀GA&"JK
c"!Z!$# ê6>(QA
P3"4'&"JKc"!Z!$# 

-\*ÑHA7'h6.![6>(QAû !V%"6>(QAj&C!û s?« 3'
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rzv Ô !g83!f!/!>-| 
*ô&Z>,J&è>. "-$#5&-},*-HI&"JK !",L"'MN.%O> G!S&7*J~!h.#>c9^â-[(!ál]cV ¦ (  

ì568$!9P "̀.Ua/hA3!/!>-|î *S#&\)%7!h.P "̀5&/J\!}! ¡ (  ì*' V-5%É. 6)[> ]6q[ A5%É. 
*56V5G-75%É. !",c>&S&75%É.îÜ *S#("%@%P,Qg8T. "4 5&-},*-HI&"JK !",L"'MN.%O> 2!/â![V 
!",6>(QA"&-'>62!562) Ã¡Â¨ R&7Ü &Z>,*R] *6V("%@%6>(QA"&2!C\R~6*JK&. "cd
8$%e2! !",&\8>,6*5/V4'm'*ôt/R#&SI ! ê4' "FA$#6*JK&. "cd8$%e2! 2!-'>6J\!}! 
¨¦¨ R&7 @HA*-0V!l,562) ­¢ÂÈ W!6>(QA"&-'>6Ü &Z>,J\*q//â![V !",6>(QA"&C\R~ 

6*JK&. "cd8$%e2!Å\,P-7 562)? ¡¦È ( ?6>(QA"&@XZ&P "̀.Ua&/0. "3Vû {¦È ?6>(QA"&
@XZ&5(675(,*LSI 'JR-/=$!9û ¹È ?6>(QA"&@XZ&-!["->z6*JK&. "cd8$%e2! !", ¦¹È ?
6>(QA"&@HA2!C\R~*X|,ç HhJ? C\R~@XZ&54Lå"& !",5(675(,568$!9X|8åXo# ?*HV/Ü 
J\!}!/â![V !",6>(QA"&*ô@%/"!Å!75(675E!7*Ät/%5/É.4'-5267P(QR#&SI ! !",P,Qg8
g(*5JV! *6V("%?/}#!l,c\L\4'm'@HA&\8>,2!Ü 4')b *!] G!4á #?6pö -0>( 0̂ ~ 
@HAkZ &7Hl&R\8"G&*S]5^#&!á,/& *S#^'@%/"!2!5&6z$)u '}//}# @HAG!J,à>A
6mö ~Jù-7ò-7 !",&\)%78V'*6Ç6@HAP(QR#&SI ! !",P,Qg85%É.P!>.%[ !",P!>*ò/t/Ü 

Öñê8å9,"*X*B`Å+3=M3*ì% *"+3~+å9*" 7 &*897-R@S-à% Itz0`8|g *% *"+ 

I+z>?16+I-FÇ5Ö&+Ö58y%D% @8í9% Öf=8XL+30ì% 'e9 *% @8í9,M% $ f63(M '#'3?ã3=ã%
pFull Stackq%-63bf=F@8í9Itz0`8|g *Öf=@&!"&!s"@&?B*G&35V8; ",]?B!̂ *3?ã3=ãÖ!9s+%
3E=t­@t&F@t+3R|g '50-9xB*G% *"+9Oª9(C =,"*X*B`3|`Awe*ú+à% Id";Nè@&?B*G&35V8; ",]
?B!̂ *3|`Awe*ú+% *"+@&!"&!s"@&?B*G&35V8; ",]?B!̂ *3|`Awe*ú+ Öf= *Itz0`8|g *
56*e*%Q%-j"!3ó8XL+@8í93*ìâ%@8í9,M%:%Id";Nè*)%(Development)%-63bf=FItz0`8|g *Öf=
 *@8í9#'l'&35V83,-% *"+ *=,G>?8XL+#'Id";Nè% *"+@&!"&!s"@&?B*G&35V8; ",]?B!̂ *
3|`Awe*ú+ Öf= *Itz0`8|g *% *"+I+z>?56*e*% $T% -j"!3ó8XL+@8í93*ìâ% @8í9,M% D%
@&!"&!s"#'% (Operation Only) -63bf=FItz0`8|g *% *"+I+z>?9e`56*e*Öf=3@&M@Ä-F
@&?B*G&35V8; ",]?B!̂ * 3fM9WM&63?ã#'l'9e`56*e*% &üLÖ*s@&?B*G&35V8; ",]?B!̂ *16+30ì@!ç;
Ä*Id";Nè3|`I+z>?3ñ/+%n@!ç;Ä*,"ã`8983@&M@Ä-F-@ &Fy#'@&!"&!s"#' Öf= *
Itz0`8|g *%*"+I+z>?56*e*%$_%Öf=-j"!3ó8XL+@8í93*ìâ 

$.:.%#'?"*"!k3=l,"cd>?,"*U*B^ 

 ,"*X*B`%y}!Lë6Ä5F3ó8XL+mL'8"5V%*"+#'&63?ã9LAl''&-F<j &B*â%A({Öf=<j &B*
3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *-@ &F#'l'@&ë62P¥#*FÖ!3@5M*% *"+#'3@&M@Ä-F&35V8; ",]
&Zi -"&W*"97"!% pArtificial Intellegenceq%#*FÖ!38M*3KM+, ,"*X*B`%*"+-L@8H!>?2*,"*X*B`%
#*FÖ! *<'{-6Å*FÖf=9"*Ç5ArìÄ*% 3RM̀ yÖñX82*mL'8"5V'&-F<j &B*â% 3ó8XL+@8-e+
3-fg8"5V%*"+R"'hi;!jL% *,"*X*B`y3@5M*%fJ5y,"*X*B`56(J =%p?*G|'à%?*Gt`%*"+56(J =
9"*Ö9*<'3?M?*Gqà ,"*X*B`56£`à% ,"*X*B`@,?o'fgà% ,"*X*B`&6(L =à% ,"*X*B`9J=&@!'fgà%



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  99 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

,"*X*B`t3@ +%*"+#'; "*"3~tà%,"*X*B`ÇyÉ &(µ%*"+,"*X*B`E8F?*Gy3@5M*3,4!â% 3ó3?=
Öf=,"*X*B`16+30ì% @!ç;Ä*Ö58' 6Ö=8%*"+ *I*s'-897y9e`SX 3ô; "ã3ô98%*H+&3+©M!öo
#w `3ôy&(sL 6 ,"*XB`m6 (Big Data)%Öf=Ç5`8983@&M@Ä-F&3@9Mf=F#'; ">t3ñ/+ä%@?916+
3@&M@Ä-F-@ &F&Zi -"&W*"97"!â 

#'I*L;!s&5VL&W*X3ó8XL+@8&AB(C @8-e+3-fg8"5V%*"+R"'hi;!jL, ,"*X*B`>t3@5M*3ó *
>?ò`Äü `à% 9"* *-+z!">?% 3RM̀ #'Ö58' 6Ö=8,"*X*B`3ó *8@9"!â% I+z>?16+I-F%
31ìy *@&?B*G% n9"* *@&?B*G&35V8; ",]?B!̂ *8sMà%  *,"*X*B`Öf=&3@9Mf=F9LAl''&-F
I+z>?Awe*%*"+9LAl''&-F@8-e+16+9J=â%>t3@5M*2*,"*X*B`16+30ì%t­@t&F@t+3|`I+z>?
Öf=&63?ã3=M#'l'30ì% n@t&F@t+3|`I+z>?Öf=yIX8@t&F@t+@&?B*G&35V8; ",]?B!̂ *â%
!W"!u *,"*X*B`3@5M*% 3RM̀  *@&?B*G&35V8; ",]@t&F@t+,"*X*B`16+30ì% &üLÖ*s#'Ö58' 6Ö=8
,"*X*B`3ó9"*1*F *`*s#'5§-Fé-F%*"+9"*I*LZi !öo@&?B*G%*"+@&?B*G3mrMI*s'@&!"&!s"#'
SX 3ô; "ã3ô98Ä*3KM̀ %3|`>t3@5M*3óÖ!&*s3@&M@Ä-F#'3-XM-L6?MSX 3ô; "ã3ô98å9'`{
#'|8F="A"!â% y+3*ì3,4!% @&3d,,"*X*B`% n,"*X*B`IrMAwìÖf=Ç5Ö58' 6Ö=83ô; "ã3ô98
Ä*8î9"*1*FÄ*86(!FÄ*5§-Fé-F3ó3KM̀ % Öf=3óÖ!&+©y&Z[ -@ &F#'`8,"*X*B`
16+30ì983@&M@Ä-Få9!@9ç;#'% *"+>?ë6Ä5Fâ% 8XL+30ì% I-+z!">?2*,"*X*B`8îy&Z[
-@ &F#'Ö58' 6Ö=8,"*X*B`%*"+`8,"*X*B`983@&M@Ä-Fñ+Öf'â%y8FÖ-s+%8XL+563£9,"*X*B`
16+30ì% *Ö!,"*X*B`2*@&?B*G9e`56*e*&üL3£µ ìÖf=Ä*%*"+86?L+3mrM-0G *897â%,"*X*B`%*"+
@&?B*G16+30ì *fJ5y%,"*X*B`56(J =?*G|'à%,"*X*B`56(J =?*Gt`%*"+,"*X*B`56(J =9"*
Ö9*<'3?M?*G%Öf=Ä*%*"+86?L+3mrM-0G *897y9e`*H+%FMIS â%&Z[ ë8F3@-ì16+3*ì%Ä*
3mrMöoI+z>?16+I-F% 8îfJ5y@8-e+3-fg8"5V% *"+R"'hi;!jL16+9J=% 3ó9"*1*FÇ53@&M@Ä-F
,"*X*B`öo *@&-",G>?Ax-F3ó3KM̀ â%-@ &F½w 6+,"*X*B`%pData Lakeq !W"!u,,e=Ä*
3S=#'() 8XL+#'3'4&56%&üLÖ*s-j"!3ó8XL+f6£8F#=-"8U%*"+ë&F3ñsM93ó3KM̀ % Öf=*H+@!ç;
#'3?=3;é3@5M*3,4!% 3fM9WMÇ5-3@95Ä*â% fJ53*ì% &Z[ 3*ì3óÖ!&*sò 6+-ïìf=F#' 
Ö58' 6Ö=8,"*X*B`öoÄ*,J=6,Jé`%*"+@-&å9@8&AB(C 5§-Fé-Fâ%% 

Itz0`8|g *% *"+I+z>?y3@5M*3óÖ! *#'@?û`Ä'9̄3=M>?y V -F2*,"*X*B`3ó
3?=Öf=,"*X*B`16+30ì@!ç;Ä*Ö58' 6Ö=8â% #'() 3*ì% &£s =98?M8+rì*J;@8&AB(C
5§-Fé-F9e`-sM?MId"Ä=8"5V,"*X*B`%Öf=ë6Ä5F@!ç;86(!F*J;!e0,M *"+>?y V -F,"*X*B`
8XL+563£9IX8E8F?B*G3=M,"*X*B`30ìöoÄ*5§-Fé-Fâ% 9e`; "ã3,4!% O3@9M-2**" 7 &*897
-@ &FI*L;!s3ó8XL+@8-e+% 8î3ó9"*1*F86(!FöoÄ*5§-Fé-Fu@!ç;3@&M@Ä-F@&3d,2*
*" 7 &*8979e`£3ó3KM̀ â%&üLÖ*sy°!s *L;!s*)%#'I*L;!s*" 7 &*897å9Ö&&@&?B*G3I8JKJ-LM%
@!ç;Ä*3@&M@Ä-F% 3|`<',"*X*B`9"*@!ç;Ä*@&9J=ñsL 63ó8XL+@&?B*G&35V8; ",]?B!̂ *Ö!9e`
30ì3,% 3RM̀ ,"*X*B`@!ç;#'vw -F&sJ'3ô; "ã3ô98'Ñ+&£s @&?B*G&35V8; ",]?B!̂ *00% 3fM9WM
&3@9Mf=F9LAl'mL'8"5V3ó8XL+I+z>?*M9e`ä% â% #'() 3*ì% Ç5ñs=F=,G>?f=FuX 8FfH806



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  100 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

&35V83,-%*"+uX 8FfH806*3~Ä`3ó8XL+<j &B*% Öf= *!@9ç;#'2*#'3@&M@Ä-F,"*X*B`¢w+
I+z>?% 56£`3?=3;é!"5y+9L*% *"+l`@-û=8XL+#'3'4&56'Ä`#'() Öf=Öñê83=M
,"*X*B`16+30ìy@&ë6â 

$.V.%#'?"*"!k3=l,"cd>?@&?B*F&35S8;",[?B!\ * 

 8XL+&' "#'() % õ&' ";!s897897NMOMP=ù% &35V8; ",]NMOMP=Ä*'e956Ö(8~ü +-6Å*F8XL+#'
&63?ã3&-897'&-FItz0`8|g *% *"+I+z>?3@#9öÑ,% @?916+5J='e9y; ">t1*8XL+#'
-3@95Ä**J;58ÜL; "-B`'&-F@8-e+3-fg8"5V% *"+R"'hi;!jLâ% #'3@&M@Ä-F&35V8; ",]NMOMP=% 8XL+
#'Id";Nè@&?B*G&35V8; ",]?B!̂ *-@ &F3@&M@Ä-F3=M#'l'@&ë62P¥#*FÖ!3?ã*"`9% *"+Ä*
86?L+#w `y*"0X #'P7M8XL+563£9Itz0`8|g *>t3@5M*â%8*w+98%Itz0`8|g *%*"+I+z>?
Öf=öo!29w3=M@&?B*G&35V8; ",]?B!̂ *Ä*% *"+86?L+Id";Nè% *"+3@&M@Ä-F@&?B*G&35V8; ",]
?B!̂ *%8XL+`*s#'y#'Id";Nè@&?B*G&35V8; ",]?B!̂ *16+30ì3|`Awe*ú+, Oe=@8í9R¬L*ñs=F
3-Ñ897&35V8; ",]öoId";Nè% n,"ã@<&F`8983@&M@Ä-FÖ!9s+% *"+3@&M@Ä-F@&?B*G&35V8; ",]
?B!̂ *Öf=Itz0`8|g *%nI+z>?3ñ/+3,4!Ä*Id";Nè%-@ &F3@&M@Ä-F'e93ó8XL+@8&AB(C
@8-e+% nòO'|g d"Ä=16+9J=â% @&?B*G&35V8; ",]?B!̂ *9e`56*e*% Ä*&3+©M!3KM+% Öf= *
IX83@&M@Ä-Fy9«*sM%n&Ltz="8%-@ &F#'&63?ã#'l'@&ë62P¥'&-FAwe*%A({Öf=@&?B*G&35V8-

; ",]?B!̂ *9e`56*e*3,4!Ä*&3+©M!3KM+ -@ &F&3@9M3-Ñf=FIX83@&M@Ä-F3ñ/+3,4!fJ5y%
-R@S-, mL'8"5V% n<}'({O*,J3ô% y3fM9â% Öñê83=M,"*X*B`Öf=Ä*@&9J=8XL+3fM9 X 6%
:k:Q, @t&FItz0`8|g *% *"+I+z>?3@#9öÑ,@8-e+3-fg8"5V% *"+R"'hi;!jL16+I-F *
@&?B*G&35V8; ",]?B!̂ *-'L&@& (% :kk% @&?B*Gâ% @&?B*G&35V8; ",]?B!̂ *16+30ì% Ç5 

Ö&+Ö583ôy&M@&3d,m6ä 'e9 *¸ 
p$q% @&?B*GÖf=&63?ã9LAl'-XJ=% -63b3=M@&?B*G&35V8; ",]?B!̂ *Öf=&3+©M!3KM+

3fM9WM&3@9Mf=F9LAl'-XJ='&-F<j &B*â% 9LAl'-XJ=16+30ì *fJ5y#'@&9J=56(J =, #'
@t&F@t+56£`, #'@t&F@t+@,?o'fg, #'@t&F@t+&6(L =, #'?]8'()  ü @8ç3-fg8"5V y3fM9â%
@&?B*GÖf=&63?ã9LAl'-XJ=3óå9Itz0`8|g *% *"+I+z>?16+I-F-'L& *@& *% cD 

@&?B*Gâ% !W"!u@&?B*G16+30ì% &3+©M!3KM+3fM9WM&3@9Mf=F9LAl'-XJ='&-F<j &B*fJ5SX % &üLÖ*s
@&?B*G16+30ì *=8Ü({%*"+; "<=>?AL-ä SX â 

p:q%@&?B*GÖf=&63?ã9LAl''e9%-63b3=M@&?B*G&35V8; ",]?B!̂ *Öf=&3+©M!3KM+3fM9WM
&3@9Mf=F8"5V#'@&!"&!s"#'@&ë62P¥%Öf=8"5V#'l'30ì *=8Ü({'e9%nfJ5SX ?M<j &B*9e`3ô
<j &B*9e`3,4!â%9LAl''e916+30ì *fJ5y%#'@t&F@t+&Ltz="8, #'@t&F@t+-;*897, #'
@t&F@t+m*}*%*"+ú8<', #'@t&F@t+,"*X*B`'e9, #'vw -F&sJ',"*X*B` y3fM9â%@&?B*G&35V8; ",]
?B!̂ *Öf=&63?ã9LAl''e93óå9Itz0`8|g *% *"+I+z>?16+I-F-'L& *@& *% DQ%
@&?B*Gâ 



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  101 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

pDq% @&?B*GÖf=&63?ã9LAl'@&!"&!s"#'% -63b3=M@&?B*G&35V8; ",]?B!̂ *Öf=&3+©M!
3KM+3fM9WM&3@9Mf=F8"5V#'@&!"&!s"#'@&ë62P¥'&-F<j &B*â%9LAl'@&!"&!s"#'16+30ì *fJ5y%
#'l''fgÄ=%*"+R"'hi;!jL, #'Ö&+Ö58!e0,M>'8"5V, #'3mrM-rB`@&;!s"897#'l', #'ñ/?rñU`
y3fM9â%@&?B*G&35V8; ",]?B!̂ *Öf=&63?ã9LAl'@&!"&!s"#'3óå9Itz0`8|g *%*"+I+z>?
16+I-F-'L& *@& *%c:%@&?B*Gâ 

 8*w+98, Itz0`8|g *%*"+I+z>?*M9e`ä%Ä*56£`3?=%*"+m*}*3@5M*3ô3=M
#'Id";Nè, #'ÖP16%*"+@&!"&!s"#'% @?916+`*s#'-*s"-LANMOMP=â%y+3*ì3,4!%#'3'4&56
@&?B*G&35V8; ",]?B!̂ *3óå9&£s Itz0`8|g *%*"+I+z>?9e`56*e*%¨8F9"*Ä*t"!tJ'öo
Ä*@t&F@Oí+3@y`%3|`>t3@5M*@&?B*G&35V8; ",]?B!̂ *16+30ì@!ç;Ä*3'4&56öo@S*FÖ! *%
Öf=ArìÅ!3=M9LAl'9e`56*e*fJ5y% -*s"-LANMOMP=% *"+#'3mrMI*s'@&!"&!s"#' y3fM9â% 
3ó3?=Öf=@&?B*G9"*Ç53mrMI*s'@&!"&!s"#'y9e`SX Ä*% @&?B*G&35V8; ",]?B!̂ *16+30ì
Ç5f63(M '#'3|`ú8òOoÄ*%&üLÖ*s9"*Ç5&63?ã9LAl'öoSX 3ô; "ã3ô98Ä*%*"+Ö58' 6Ö=8
,"*X*B`y9e`SX Ä*3KM̀ â%#'() 3*ì%&£s =öo@&?B*G&35V8; ",]?B!̂ *16+30ìÇ5*H+3mrM
#'l'fJ5SX 9s+3RM̀ 9s+3,4!% y3R!L06öoAaìÅa `3?=3;é% *"+m*}*3@5M*% 16+m*}*
9*L-/% *"+P; "#8XL+#'Id";Nè% *"+#'@&!"&!s"#'@&?B*G&35V8; ",]?B!̂ *% 3RM̀ 06öo#'&3@9M 
3-Ñf=FIX83@&M@Ä-F9"*-J; *@&-",G>?Ax-F30ì3,â 

 #'3'4&56Id";Nè@&?B*G&35V8; ",]?B!̂ *8*w+98% >t3@5M*Ä*t"!tJ'Ö!3ô3=M9LAl'
!@9ç;#'%pFunctional Requirement) '&-F@&?B*G%3|`I+z>?*M9e`ä%Ä*86(!F~ü +5§-F
?M9LAl'Öf=@&?B*G30ì@!ç; *%3fM9WM&63?ã#'l'-XJ='&-F<j &B*Awe*â%ñïL`98; "ã%9LAl'9"*
!@9ç;#'% pNon-Functional Requirement)% ¨8FfJ5y@!ç;Ä*39M=' 6=+% *"+86(!FöoÄ*
5§-Fé-Fâ% I+z>?9e`56*e*% 8îÄ*t"!tJ'3'4&@&?B*G&35V8; ",]?B!̂ *öo *9LAl'9"*!@9ç;
#'3*ìÖf'% Öf=Ä*0698*J;&5VB`; "Oa *f=F#'3mrMI*s'@&!"&!s"#''Ñ+@&?B*G% *"+@&?B*G% 8îfJ5
y#'?"*"!o3=M-L;!j">?'&-F@&?B*G y3fM9â%#'() 3*ì%Ä*' 63=5öo3¦Mã*J;>?ë6Ä5F8XL+#'
t"!tJ'3=M9LAl'16+?M'%*"+>?ë6Ä5F2*@8&AB(C %n3S=#'() -s+F|-@ &F#'Id";Nè@&?B*G
&35V8; ",]?B!̂ *%Öf=I+z>?16+I-F@!ç;I*L3é9å93ó3KM̀ â 

8+rìÅ!*J;3S=#'() -s+F|'e9-@ &F#'Id";Nè@&?B*G&35V8; ",]?B!̂ *% Ä*3mrMöo
@&?B*G16+30ìÇ5*H+Oe&*J;&Z[ @&\99e`56*e*3ó3?=Öf=5+F3mrM-0G *897'Ñ+@&?B*G% *"+
@&?B*G% 8îfJ5y#'?@+M8; "<=>?2*@&?B*G3ô2P¥I0t!â% @&?B*G&35V8; ",]?B!̂ *9e`56*e*
@!ç;Ä*Id";Nè3|`Itz0`8|g *%nI+z>?3ñ/+SX % A({Öf=@&?B*G16+30ì&3@9M3=M9LAl'
fJ5SX % n@&¨8F@&ÖR=SX % Öf=&£s =öoAaìÅa `m*}*8XL+#'; "*"3~tâ% y+3*ì3,4!%
@&-",G>?2*#'}0*J;-*s"-LA<`&B'8îy&Z[ @&\9ñ+Öf'%3ó3?=Öf=#'Id";Nè@&?B*G
&35V8; ",]?B!̂ **M9e`ä%9"*1*FÄ*I*L3é93ôå93S=#'() -L;!j">?Ä*@!H9@!ç;%y?"3--



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  102 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

563Eì@&?B*GÖf=@t&F@t+% *"+@&!"&!s"3|`I+z>?Öf= *m*}*!"5â% 8+rì*J;3S=#'()
-s+F|'e98î06öo#'Id";Nè@&?B*G&35V8; ",]?B!̂ *56£`*J;m*}*3@5M*ñ+Öf'â 

$.Z.%#'?"*"!k3=l,"cd>?&35S8;",[ 

@-1&F&35V8; ",]% 86(!F?M3R|g '50-9xB*G, ¨fÖ;', &35V8; ",]Öf=3@&M@Ä-F8XL+#'
f63(M '#'@&?B*G&35V8; ",]?B!̂ *%*"+uX =NMOMP=@tHìÖf=@!ç;3@&M@Ä-F%3fM9WMöo@&?B*G&35V8; ",]
?B!̂ *Öf=Ä*3'4&56%  *-s+F|% *"+3@&M@Ä-Fm*}*'e9â% @-1&F3*ì'e9&hVJ =#'3@&M@Ä-F 
8L6?oJ,B''e9, &£s ã'e9, #'3@&M@Ä-F9Oª9(C =,"*X*B`% *"+9Oª9(C =-3«lz ì,"*X*B`'e9, 

&35V8; ",]|8Ff63(M '#''e9%*"+uX =NMOMP=@tHì'e9%y3fM9â% 
°&8'() &35V8; ",]?B!̂ * Ä*#w `y°&8'() Öf=3-ïM'Ö!9"*Ç5ArìÄ*-@ &F

&Ltz="8% *"+9«*sM% 3E=t­3@5M*y+% ck¾% 2*&Ltz="8% *"+9«*sM *8L6?oJ,B'3@&M@Ä-Fâ% 8XL+30ì%
,J'-B?ï,63*M&8îÄ*#w `y°&8'() fî-6Å*F% ?"3--3@&M@Ä-F-@ &F#',608F,6*+% *"+#' 
3@&M@Ä-F897; "mM&35V8; ",]?B!̂ *9e`56*e*3,4!â%°1R'() %&Ltz="8%*"+9«*sM@!ç;3@&M@Ä-F@&?B*G
@t&F@t+&Ltz="8å9@&?B*G?B!̂ *%pMEF Profileq å9,J'-B?ï2f-@ &F#'5Lì;!s *%y3fM9â%
A({Öf=#'3@&M@Ä-F°&8'() &35V8; ",]?B!̂ *38M*3KM+#*FÖ!3@5M*% ¨*"dB`E8F?B*G*H+
-*s"-LANMOMP=8î#*FÖ! *3@5M*fJ5SX â%y8FÖ-s+%8L6?oJ,B'>t3@5M*@!ç;Ä*3@&M@Ä-F3|`3-' Mà%
`83ô3@&M@Ä-F-@ &F#'l'vï =FAwe*3@³?M#'l''&-F<j &B*% *"+9"* *ÇyÉ &(µ@&?B*G% n
897; "mMÖf=86?L+3@&M@Ä-F%y3fM9â%#'() 3*ì%Ä*&£s =öo38M!3KM+*J;&Z[ 9e`56*e*%'e9 *
#'¢w+393òt8XL+8L6?oJ,B'à%#'AJ5897; "mM8XL+8L6?oJ,B'%@?916+#'Ä!F&+F%*"+AJ5Å!ú8<'%y3fM9%
Öf=ò 6+-ïìf=Ff63(M '#'I*L;!s#'l'@&ë62P¥â 

&£¡ ã!>a &F&35V8; ",]?B!̂ *2ñï8XL+2*@8-e+3-fg8"5V% *"+R"'hi;!jL% @!ç;Ä*3'4&56
'e5ò=F16+&£¡ ã!>a &F2ñï8XL+I+z>?% *"+&£¡ ã!>a &FI*s'I+z>?3ó3@#9öÑ,@8-e+â%
3ó8XL+,M-¡M#'@8-e+vï =F% &£¡ ã!>a &F-XJ=@!ç;Ä*3'4&56'e5ò=FÖf=Ç5&3@9Mf=F#'ñ¡=F
3-ÑILM*m­(" !'e93ó,J16+,M-¡M#', 3-ÑÖ58' 6Ö=8,"*X*B`NMOMP=, #',608F,6*+2ñï8XL+å9- 

'`{,J'-B?ï%pIP Phone) *"+#'3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *2ñï8XL+% '&-FI+z>?Öf=-j"!
3ó8XL+,M-¡M#'â%#'!>a &F&£¡ ã3ó8XL+,M-¡M#'@8-e+% *?M'@&3d,%t­#'!>a &F3|`3@&M@Ä-F
ÖA/%pWire) *"+#'>a &F3|`¿!ÖA/%pWi-Fi)â%-@ &FI+z>?% 3@#9öÑ,@8-e+%&üLÖ*s,Må6+
-j"!3ó3@³,M-¡M#'% 8î *&£¡ ã!>a &F2ñï8XL+IS''&-FAwe*ñ+Öf'% -@ &F#'3@&M@Ä-F2ñï8XL+
3'4+ä%Awe*%*"+!>a &Fy9e`&£¡ ãILM*@å(" !'e9'&-F@8-e+3-fg8"5V%*"+R"'hi;!jLâ%3|`ÖK8%
I+z>?3@#9öÑ,@8-e+% 3óuX 8F9J=|g *fJ5y%9*ïM'% *"+'!0SòO}*Má3A!s% 3-ïM'Ö!16+I-F%
9"*1*F *3@&M@Ä-F3-Ñ&35V8; ",]?B!̂ *3ó3=M&£¡ ã!>a &F-XJ=% pILM*@å(" !'e9'&-F
@8-e+q%-@ &FS6@,f=F#'l'@&ë62P¥'&-FAwe*3ó3KM̀ 3,%3|` *Ö!&£¡ ã!>a &F-@ &F
@8&AB(C 2*#'3@&M@Ä-F%FMIS Ö!&üL3£µ ìâ%56Ö(8ú<Å?*G|'%*"+<Å¼#' "~=B`t`%
*"+'|g 8'% >t3@5M*Ä*!>a &F&£¡ ã2ñï8XL+'e5ò=F% -@ &F3@&M@Ä-F@&?B*G&35V8; ",]?B!̂ *%



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  103 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

'&-FItz0`8|g *3'4+ä%Awe*%y?"3--3=M#'@t&F@t+#'@&9J=56(J =?*G|'%*"+56(J =t`%
*"+'|g 8'â 

y9e`SX 3*ì%@8-e+3-fg8"5V%*"+R"'hi;!jL8îÄ*3'4&56f63KM+&£¡ ã!>a &F¢êH+AX+3|`
3@&M@Ä-F3R|g '50-9xB*GÖA/#&wÀIL&,"8Ä*'e5ò=F9e`56*e*m6% 3ó8XL+@8&AB(C ,J16+@&3,-
3|`t"!ë&F?M X 6%:k:k%Öf=3¶u&£¡ ãIL"*@å(" !'e9@8-e+3-fg8"5V%R"'hi;!jL%3|`3mrM
#'!>a &F35ã?M,M-¡M#'@8-e+% 3ô#*F,Må6+9Oª9(C =,"*X*B`16+I-F, ,Må6+2*Itz0`8-

|g *Öf=-j"!3ó3@³,M-¡M#'@8-e+, 9*ïM'3-fg8"5V*"+R"'hi;!jL, '!0S', <Å?*G|'%*"+<Å%
t`%*"+'|g 8'89xLyòO}*M-3A!s%9e`56*e*Öf=-j"!3ó!6&*F@8í+3-ïM'Ö!16+I-Fâ%31ì&My *
&£¡ ãILM*@å(" !'e93*ì8sM% 8î#'3@&M@Ä-F3-Ñ&35V8; ",]?B!̂ *3ó3=M&£¡ ã3*ì3ó *
8@9"!3ó3KM̀ % 3E=t­3ó3@&M@Ä-F-@ &FÖ!3-Ñ2ñï8XL+'&-FI+z>?3'4+Awe*Ö!&üL3£µ ì% 3=M8
Ö=+Ö!@&?B*G-*X"-M,; M3fIJ%Öf=Ä*f63(M '#'3ó3=M&£¡ ã3*ìy'e9â%-@ &F&£¡ ãILM*m­-
(" !% t­ *Ö!3ó,M-¡M#'@8-e+&üL3£µ ìÖf=Ä*% *"+86?L+3@&M@Ä-F3-ÑILM*m­(" !'e9å9'`{
&£¡ ã!>a &F2ñï8XL+16+&£¡ ã *ÖA/%*"+&£¡ ã¿!ÖA/%A({Itz0`8|g *3ó3@³,M-¡M#'
@8-e+%*"+I+z>?003óuX 8F9J=|g *%3ó&*s3@&M@Ä-F3ñ/+SX 3ó3KM̀ â 

563Eì9Oª9(C =,"*X*B`% @8-e+3-fg8"5V% *"+R"'hi;!jLÄ*8<+9Oª9(C =,"*X*B`
56*e*%Q% Öf= *Itz0`8|g *56*e*%Q%86?L+@t&F@t+%*"+@&!"&!s"â% 8XL+30ì%Itz0`8|g *
56*e*%D%86?L+@t&F@t+%*"+@&!"&!s"vï =FAwe*'e9 *Itz0`8|g *?*G|', Itz0`8|g *t`%*"+
'|g 8'89xLy% *"+Itz0`8|g *&35V8; ",]?B!̂ *@t&F@t+R"'hi;!jL<}'({â% Itz0`8|g *%
*"+I+z>?3ñ/+3,4!% Ä*% *"+86?L+3@&M@Ä-F9Oª9(C =,"*X*B`'e9'&-F@8-e+3-fg8"5V% *"+
R"'hi;!jL% Öf=@t&F@t+3|`0`8|g *&35V8; ",]?B!̂ *'&-FItz3=Åm"#'|g *yIX8@t&F@t+
9Oª9(C =,"*X*B`'e9â #'3@&M@Ä-F&35V8; ",]-@ &F9Oª9(C =,"*X*B`Å+3=M% 3ó * 

=8Ü({fJ5SX Awì%*"+AL-SX Awì% Öñê8å9!@9ç;#'2*#'8<+3'4+ä%Awe*% 3RM̀ @8&AB(C 'e98XL+
#'3'4&56%*"+@t&F@t+8î3ó9"*1*FÄ*3'4&563ó3KM̀ â 

8XL+563£99Oª9(C =,"*X*B`16+%Q%Å+3=M,  *9Oª9(C =,"*X*B`56*e*%:%Öf= *%
9Oª9(C =-3«lz ì,"*X*B` t­% p$q-9Oª9(C =-3«lz ì,"*X*B`2*t3@ +% FMIS *"+% p:q-
9Oª9(C =-3«lz ì%,"*X*B`2*Itz0`8|g *t`%*"+'|g 8'89xLyâ%9Oª9(C =-3«lz ì,"*X*B`
Öf= *@<&F&5VL&W*X3*ì% 8î9"*1*F3S'?Ä**J;=8ÜA(C &35V83,-@t&F@S*F3ó3KM̀ Öf'%
Öf=191'öo *#'t"!tJ'8XL+#'?@+H+% *"+Ö8=9ê&Ö*j9% @-&å9&,|g *&35V83,-â% 
3|`ÖK8%-@ &FItz0`8|g *?*G|' 3&M31ì&My9"*1*F *9Oª9(C =-3«lz ì,"*X*B`%8î 
Itz0`8|g *Ä*3'4&56*J;@&?B*G-3«lz ì% *"+&@9í+,"*X*B`@&8&3|`#',L85"!s% *"+Ç5}0
Ä**J;#'9"*Ä!F&+F,"*X*B`%*"+*"'*s'>?2*#'l'8XL+8@9"!9e`ñ+Öf'â%56Ö(8ú9Oª9(C =
-3«lz ì,"*X*B`'e92*@8-e+3-fg8"5V%*"+R"'hi;!jL%t­86?L+Ö!3'4&56å93S=#'() Öf=,,e=Ä*â%



&' "-",G%$.%#'?"*"!o3=M<j *>?&5VL&W*XÖñê8å9*" 7 &*897-R@S-  104 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

3ó3?=Öf=9Oª9(C =-3«lz ì,"*X*B`Ä*8<+'e5ò=F% @t&FItz0`8|g *% *"+I+z>?16+
I-F*H+@!ç;3@&M@Ä-F'e9SX å93S=#'() â 

#'3@&M@Ä-F3R|g '50-9xB*G&£s ã!>a &F% *"+9Oª9(C =,"*X*B`3ó *1*F *
@&-",G>?% *"+-B8s"-",G">?Ax-F3ó3KM̀ â% &5VL&W*X% Itz0`8|g *56*e*% Q% Öf= *=,G>?
@&!"&!s"% *"+@t&F@t+3R|g '50-9xB*G3|`Awe*ú+â% 8XL+30ìItz3=Åm"#'|g * *!e0,M
@t&F@t+%*"+-@9&-@9û=f=F#'3@&M@Ä-F3R|g '50-9xB*G-@ &FItz0`8|g *%*"+I+z>?
3ñ/+3,4!-j"!3@#9öÑ,@8-e+3-fg8"5V% *"+R"'hi;!jLâ% 31ìy~ü +3*ì8sM% Itz0`8|g *9e`
56*e*8î3ó&*s3@&M@Ä-F3R|g '50-9xB*G'&-FAwe*Öf= *%3|`9"*1*FÄ*vw -F&sJ'983@&M@Ä-F
3R|g '50-9xB*G'e93ó3KM̀ %3|`<'Ö!8+rìÅ!m*}*8XL+#'vw -F&sJ'â%9e`; "ã3,4!%8XL+3?=
&5VL&W*X3*ì% #'ñs=F3-Ñ?MItz3=Åm"#'|g *8î3ó *8@9"!% 3|`<'Ö!56*e*m*}*3ó 

ArìÅ!%*"+ *56*e*&Ltz="8!"5â



&' "-",G%:.%=,Gñ=?M@8&AB(C %COBIT :k$²  %%%%%%%%% 105 

@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

'! :):A=CWTC^A=U^,+&$'6789 CCOBIT WwSx 

!COBIT Öf=E8o3?ãt­% Control Objectives for Information and Related 

Technology t­y°&8'() Öf=@!ç;Ä*&3+©M!3KM+3|`- t9-;*897% *"+@!û!?"*"!o@&?B*G
&35V8; ",]?B!̂ *% pInformation Systems Audit and Control Association ñ ISACA) 8XL+
3S=&6(+3@&M@Ä-F-@ &F#'Ñ`!29w%*"+Id"Ä=8"5V@&?B*G&35V8; ",]?B!̂ *% 3fM9WM}0öo
Ä**J;#'3@&M@Ä-F@&8&3|`tL(>?, @&-",G>?%*"+>?3O±y8F2*@&?B*G&35V8; ",]?B!̂ *â 

@8&AB(C %COBIT 2019 Ä*Ö&+Ö583S=3b-@ &FId"Ä=8"5V%*"+#'@t&F@t+@&?B*G
&35V8; ",]?B!̂ *%56*e*%Qk%â%#'; ">t,"*X*B`Öf=@&9J=Ä*?MI+z>?56*e*%$_%Ä*&l[ ã
u%8XL+563£93S=3b56*e*%Qk, 3S=3bm6ä%56*e*%$$%@!ç;Ä*ë!F,L8uy3S=3b-6Å*F%
Öf=Itz0`8|g * *"+I+z>?% @!ç;-3@95öoÄ*% 3fM9WM}0öoÄ**J;#'-3@95*J;3S=-

&6(+59W+'&-F<j &B*â% 3S=3b16+30ì'e9 *% p$q-#'}0öoÄ**J;#'86(!F% *"+#'
ÖP16@8&AB(C Id"Ä=8"5V% å9'`{#'3@&M@Ä-F; "mM<«-sÖf=3¢wM`!&*H+3S=&6(+'&-F 
<j &B*% 3RM̀ 8î}0öoÄ**J;>?@&18F@8»SX 'Ñ+>tME8F?B*G, (:q-#'}0öoÄ**J;#'
&3+©M*@&-",G>?2*#'3@&M@Ä-Fm*}*, (Dq-#'}0öoÄ**J;#'5J='e9?M@t&F>tME8F?B*G, 
(Qq-#'@t&F@t+*" 7 &*897@&?B*G&35V8; ",]=>*yH?%å9'`{#'&3+©M!öo **J;I*s'-897'Ñ+
>tME8F?B*G, (_q-#'@t&F@t+,608F,6*+'Ñ+>tME8F?B*G, (Tq-#'@t&F@t+tL(>?%pf63£ì-
@<`% *"+3-Ñ&35V8; ",]?B!̂ *q, (Yq-#'@t&F@t+,"*X*B`% å9'`{#'3@&M@Ä-F% *"+#' 
Ö&+Ö58,"*X*B`@&8&3|`@&-",G>?% *"+! w >?, (cq-#'@t&F@t+#'86(!FI!s-Zi (%
*"+&3+©M!f63£ì@<`, (²q-#'@t&F@t+#'3-XM-L63-Ñ%*"+#'3|ì@<`&Z[ 2*@&?B*G&35V8-

; ",]?B!̂ *, ($kq-#'@t&F@t+#'I*L;!s% *"+#'@!û!?"*"!oI*L3é9>?'&-F@&?B*G&35V8; ",]
?B!̂ * @&8&3|`! w >?, *"+% ($$q-#'@t&F@t+@&?B*G&35V8; ",]?B!̂ *2ñï8XL+@&8&3|`
! w >?'&-F>tME8F?B*Gâ 

å9'`{3S=3b59W+16+%$$%3*ì, 3`M+Ç51ãy3-58sM-*X"|g *y&Á956*e*%D%
'e9 *% ($q-#'3'4&56*J;*" 7 &*897@&?B*G&35V8; ",]=>*yH? Öf=!@9ç;öo *I*s'-897'Ñ+ 

Itz0`8|g *%*"+I+z>?3ôå9>?ë6Ä5F%*"+@!ç;}0öoÄ*u%Itz0`8|g *%*"+I+z>?
 *-",G"-3@95% *"+@t&F@t+@&?B*G&35V8; ",]?B!̂ *2ñï8XL+% 8îfJ5y,"*X*B`'&-FAwe*â% *"~`
y'e9% Itz0`8|g *% *"+I+z>?% 3óÖ!'8U*J;Im"&3!`o>?-",G", I6£5%*"+!e0,M'&-FAwe*%
,*ïH9*H+5J='e9~ü +-897&Ö*j93,4!% 3ó8XL+@&?B*G3I8JKJ-LM'&-F@8-e+3-fg8"5V% *"+R"'hi;!jLà%
(:q-#'Ö58' 6Ö=8,"*X*B`@&8&3|`! w >?'Ñ+Itz0`8|g *% *"+I+z>?% 3fM9WM&3+©M*
@&-",G>?2*#'3@&M@Ä-F,"*X*B`Öf= *@<&F%*"+%(Dq-#'3@&M@Ä-Fm*}*%*H+3|ì@<`
&Z[ 2*@&?B*G&35V8; ",]=>*yH?@&8&3|`@&-",G>?% å9'`{#'3@&M@Ä-F*J;m*}*Öf=
 *@<&F'e9SX %*"+86(!F*J;!e0,M%*"+,6*e=AL-@!ç;5§-Fé-Fâ 
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

8XL+563£9-6(e '16+30ì, ,@9+F2*¨*"dB`% pRisk Profile) Öf=18F,+*H+@&?B*G 
&35V8; ",]?B!̂ *%@!ç;Ä*<8-e'?MItz0`8|g * *"+I+z>?*M9e`ä%3fM9WM86(!F*J;@&3d,%8î
fJ5y 8@9"!%n,6R62*¨*"dB`16+30ì983=Mf63(M '#'2*Itz0`8|g *%*"+I+z>?16+9J=â%
@&3d,2*¨*"dB`Ç5Ö&+Ö58y%D% @&3d,m6ä% 'e9 *%p$q-#'@t&F@t+2ñï8XL+%pfJ5y%8+rì
#'3&syÉ 5"!s8XL+#'; "*"3~t3=M&35V8; ",]?M-6£8FuX 8FfH806% *"+8+rì#'@t&F@t+;fs2*897; "mM%
*"+t3@ +q, (:q-&Ltz="8% p°1R'() fJ5y% 563(ìfH+% *"+O60ã% *"+@89-M=m9̂; "ya OM;{
'&-F&Ltz="8q, *"+%(Dq-8ås Å+3@³%p°1R'() fJ5y%#'=e5Ñ`@&¨'%*"+&Z[ 18F,+
*H+IX8ñz!Fñz+Fqâ% 8@9"!2*¨*"dB`Ä*Ö&+Ö58y% _% @&3d,% å9'`{#'3mrMñ=tL(2*>?
ãH8Â&FÖf=¨*"dB`16+30ì*H+Ç538M!3KM+% *"+8@9"!2*>?E8F?B*G2*@&3d,¨*"dB`
16+30ì3ó8XL+Itz0`8|g * *"+I+z>?*M9e`ä â%%8@9"!2*¨*"dB`#*FÖ!Ax-F%&Za 8F?M#'
Öf=@!ç;`85"!s,L8|8F#*FÖ!Åw 6+% 3fM9WM@t&F@t+, #!F&*j`% n&3hV º-ñ=&üìE=F?M@&3d,2*
¨*"dB`16+30ìâ
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

'! :):A=C`TC&$'6789 1k:l^$:?@A:2f27bC 
y,J3ô%Id"Ä=8"5V,"*X*B`*H+I*L3é9å9Id"@8956*e*%D%Öf='e9 *%($q-9*L-/à%

(:qáf63(M '#'%*"+%pDqá&35V8; ",]â Id"@89%õ9*L-/ù%@!ç;Ä*ë!F,L8y9J=|g *@tHì3ó8XL+
Id"Ä=8"5V,"*X*B`%3|`<'?e83tyIX8&3+©M!à%@&9J=à%3@&M@Ä-F%*"+@t&F@t+,"*X*B`â%fJ53*ì 
#'86(!F!e0,M%*"+,6*e=AL-@!ç;%Öf='e9 *%@&}*,"*X*B`%(Data Owner)à%&Ltz=3mrM@&@?H!s897
,"*X*B`%(Data Consumer)à%&Ltz=@t&F@t+,"*X*B` (Data Custodian)%*"+&Ltz=Id"Ä=8"5V
,"*X*B`% n&Ltz=Im"#'8"5V,"*X*B` (Data Steward) y>?ë6Ä5FÖf=9"*Ç5ArìÄ*3ó8XL+
Id"Ä=8"5V,"*X*B`â% 3ó8XL+ú8<'@8&AB(C *" 7 &*8973*ìà% õ9*L-/ù% -63b3=MI+z>?Öf=
-j"!3@#9öÑ,@8-e+3-fg8"5V% *"+R"'hi;!jL% *"+!eI+zE8F?B*Gf2,3,4!3ó8XL+@&?B*G3I8JKJ-LM2* 

; "-B`3-fg8"5V%*"+R"'hi;!jLâ%&Ö*j93=M#'86(!F!e0,M%*"+,6*e=AL-@!ç;à%Id"@89% õ9*L-/ù%8î
-63b3=M>?-6Å*F8XL+#'I&F' 6%*"+&(sL ì&£s =&Ltz="8?M3S=#'() %*"+%#'I*L;!s3=MId"Ä=
8"5V,"*X*B`â%#'() 3*ì%*H+Oe`&3+©M!*J;;&Wm9̂I8Ü'>?,"*X*B`%(Data-Literate Culture) 3ó
8XL+<j &B*â 

56Ö(8Id"@89% õf63(M '#'ù% @!ç;Ä*ë!F,L8uy@8&AB(C -@ &F@t&F@t+,"*X*B`%
(Data Management Framework) 8XL+Id"Ä=8"5V,"*X*B`â%õf63(M '#'ù%-63b3=M#'3'4&56 
'50-9xB*G-@ &FId"Ä=8"5V,"*X*B`â%&Ö*j9?M3*ì%õf63(M '#'ù%8î86(!F' 6RJ'#'l'%*"+*M!"; "mM
-@ &F#'@t&F@t+,"*X*B` Öf=*H+'e9&hVJ =16+#'@!û!?"*"!otL(>?,"*X*B` (Data 

Quality Check)à%#'@t&F@t+#'5J=3@&M@Ä-F,"*X*B`%(Access Control)à #'å9|*' 6RJ'2*
,"*X*B`%(Data Lineage Trackingq%*"+3S=#'() '8U,"*X*B`%(Data Retention) y3fM9â%
yÖñX89e`2*#'3'4&56'50-9xB*G-@ &FId"Ä=8"5V,"*X*B`à% #'86(!F?M,"*X*B`% pData 

Discovery), #'Ö&+Ö58@&3d,,"*X*B`% pData Classification), #'86(!FI6?MId"@89% n 

3S=*3~Ä`2*#'@t&F@t+,"*X*B`% pData Policy or Principle) *"+#'86(!F; "}* 

y8Fé8F-@ &F@t&F@t+,"*X*B`%pData Rule)%yO6¨*9e`Öf=9"*Ç5ArìÄ*â%#'86(!F
?M,"*X*B`*H+ñs=Fy9J=|g *3?ã3=ã% 3fM9WMöo3`M+Ç5fH+% *"+86(!FÄ*?M,"*X*B`Öf= *
8XL+<j &B**M9e`ä% *"+,"*X*B`Öf= *8XL+@&?B*G&35V8; ",]?B!̂ **M9e`ä%y3fM9â% &0ï &F98%
,"*X*B`16+30ì@!ç;`8983mrM#'Ö&+Ö58%å9'`{@&3d,% n>?'3-M&2*,"*X*B`% Öf=86(!F
3|`&,&Whi!s"'&-F<j &B*vï =F% n'&-F@&3,-y'e9Ö!9s+â% Öñê83=M#'86(!F?M,"*X*B`% *"+
#'Ö&+Ö58,"*X*B`à% Id"@89-@ &F#'@t&F@t+% *"+Ö58' 6Ö=8,"*X*B`16+30ì*H+@!ç;Ä* 

86(!Fâ%O6¨*5L+3@#`%; "}*y8Fé8F-@ &F#'Ö58' 6Ö=8%n@t&F@t+,"*X*B`16+30ì%*H+
@!ç;Ä*86(!F3ó8XL+Id"@892*#'@t&F@t+,"*X*B`% â% 'J&>?,M% $_% Å+3@#93*ì&l[ ã?M
O6¨*16+%Q%2*#'3'4&56Id"Ä=8"5V,"*X*B`â% 
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V *"+R"'hi;!jL

I+z>?16+I-F 31ìy *@&?B*G n9"* *@&?B*G&35V8; ",]?B!̂ *  *,"*X*B`Öf=
&3@9Mf=F9LAl''&-FI+z>?Awe* *"+9LAl''&-F@8-e+16+9J=â >t3@5M*2*,"*X*B`16+30ì
t­@t&F@t+3|`I+z>?Öf=&63?ã3=M#'l'30ì n8î@t&F@t+3|`I+z>?Öf=yIX8@t&F@t+
@&?B*G&35V8; ",]?B!̂ *â ,"*X*B`16+30ì *3@5M*@&3d, Ç@-B`å99LAl''&-FI+z>?
*M9e`ä &üLÖ*sÇ5Ö&+Ö583ôy T%@&3d,m6ä Öf='e9 *,"*X*B`I6?M p$q-#'@t&F@t+56(J =à%
p:q-#'I*L;!s56(J =á56£` *"+8"5V@&!"&!s"#'R"'hi;!jL *"+t(3*`o2*P; "#'fgà% pDq-
#'; "*"3~t<}'({à pQq-°-UR897R"'hi;!jLàp_q-'fgÄ=à m*}*9*L-/à <'3?Md(C
*"+@,?o-9W!s"'fg *"+3-Ñ<}'({ *"+ pTq- ü @8ç3-fg8"5Üà -;*897 *"+Im"#'8"5Vâ !W"!u
 *,"*X*B`3@5M*à #'I*L;!s&5VL&W*X3ó8XL+@8&AB(C @8-e+3-fg8"5V *"+R"'hi;!jL ,"*X*B`>t3@5M*
3ó *>?ò`Äü `, 9"* *-+z!">? 3RM̀ #'Ö58' 6Ö=8,"*X*B`3ó *8@9"!â #'Ö58' 6Ö=8
,"*X*B`3ó9"*1*F *`*s#'5§-Fé-F *"+I*LZi !öo@&?B*G *"+@&?B*G3mrMI*s'@&!"&!s"#'SX
3ô; "ã3ô98Ä*3KM̀ 3|`>t3@5M*3óÖ!&*s3@&M@Ä-F#'3-XM-L6?MSX 3ô; "ã3ô98å9'`{
#'|8F="A"! Öf=@!ç;56£`3?=3;é3@5M* *"+ *>?-7Lt<7 ãâ y'e9 @8-e+3-fg8"5V *"+
R"'hi;!jLArìÅ!*J;@8&AB(C Id"Ä=8"5V,"*X*B` *"+@8&AB(C I*s'@&!"&!s"#'5§-Fé-F9e`
-@ &F3@&M@Ä-F8XL+#'Ö58' 6Ö=8,"*X*B`-@ &F8@9"!2ñï8XL+<j &B*Awe*â

'h6g8cV °·¬ C\ª!W!4'*'Ç6J\P "̀GA&"JKc"!Z!$#
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

#'I*L;!sy@&?B*G3I8JKJ-LMÖ&&; "9Oª#', ,"*X*B`9"*@!ç;@&9J=ñsL 63ó8XL+@&?B*G&35V8; ",]
?B!̂ *Ö!9e`30ì3,% 3RM`,"*X*B`@!ç;#'vw -F&sJ'3ô; "ã3ô98'Ñ+&£s @&?B*G&35V8; ",]
?B!̂ *00% 3fM9WM&3@9Mf=F9LAl'mL'8"5V3ó8XL+<j &B**M9e`ä%â%y+3*ì3,4!%<j &B**M9e`ä%
 *-",G% *"+!e0,M3?ã3=ã8XL+#'@t&F@t+% *"+3@&M@Ä-F,"*X*B`'&-FAwe*% 3&M31ìy<j &B*
30ì3@&M@Ä-F@&?B*G'&-FItz0`8|g *3ñ/+8î3|`â% &5VL&W*X% 8XL+,"fg>?@8&AB(C @&?B*G3I8J-
KJ-LMNMOMP=2*897; "mMÖ8,@9+F#'@t&F@t+R"'hi;!jL<}'({à% @&?B*G&35V8; ",]?B!̂ *9e`56*e*
fJ5y% @&?B*G&35V8; ",]?B!̂ *@t&F@t+,"*X*B`'&-FItz0`8|g *?*G|', @&?B*GÇ-LMtJ|'&-F
Itz0`8|g *t`% *"+'|g 8'89xLy, @&?B*G&35V8; ",]?B!̂ *@t&F@t+56(J =9"*Ö9*<'3?M?*G%%
Ä*3mrM-0G *897,"*X*B`y9e`% FMIS Öf=y@&?B*G&35V8; ",]?B!̂ *-XJ=% -@ &F,"*X*B` 

-6Å*Fä%9e`56*e*â%&üLÖ*s%#'3mrM-0G *8973=M,"*X*B`16+3*ì%3ó *56*e*!"5!e53ó3KM̀ %3&M
3m4&3ô*H+,"*X*B`Öf= *3ó8XL+@&?B*G&35V8; ",]?B!̂ *16+3*ìâ% 3=M-?M3*ì% @&?B*G&35V8-

; ",]?B!̂ *y3@5M*3,4!%3ó9"*1*FÄ*%n9"*1*F *=,G>?3mrM-0G *897,"*X*B`y9e`SX 3ó
3KM̀ 3,â%#'() 3*ì%Ä*&£s =öo#'3@&M@Ä-F,"*X*B`?MSX 3ô; "ã3ô98%3óÖ!Oe&&Z[ %3RM̀
ò 6+-ïìf=F#'1ã`8@&3~O*)yI!"&' " *?M,"*X*B`Öf= *â%8XL+*B`3*ì% @8-e+3-fg8"5V%
*"+R"'hi;!jLë6Ä5F@!ç;3'4&56Id"Ä=8"5V,"*X*B`%*"+@8&AB(C I*s'@&!"&!s"#'öoÄ*5§-Fé-F%
*"+t!F9!F% -@ &Fy@8&AB(C 'e99e`'&-F@8-e+% 3fM9WM?@+H+f=F;&Wm9̂2*#'3mrM#'3|` 

Öñê83=M,"*X*B`â 

@Xà&t/C\ª!W!4'@6,@J&c"!Z!$# Å\, ¡ C\ª!*!]û P*T'-\ü!7ç '6-7P,Qg8
*54/ïic5&-},*-HI&"JK !",L"'MN.%O> 5%É.G!&\)%7t/-hJR&'-\ü!7ç HhJ? 56*`c
c"!Z!$#û />zm'W!P,Qg8*AVc"!Z!$#û g8*cÇ,Å%7W!4'@J&' \@A&û . "3V^â-[&Z>,4'@J&' \@A&
c"!Z!$# !",g8'*-V6W!4'@J&' \@A&c"!Z!$# HhJG!6mö ~*ô&Z>,tn,ü,*54/Ü 

tn,cV °¬ -hJR&' !",!"#/!$#-52674'*'Ç6J\'JR-/=$!9P "̀GA&"JKc"!Z!$# 

&6Ö(8Ö58 @&3d, *"`9*B` 

56*`cc"!Z!$# 

c"!Z!$#*EA rBase 

registriesv 

8$%e2!A/à"%P\8V6>(QA ê5(l] Ô ! @HA*56V5G-7
-52674'&\)%7P%[-pN ) rw¢ 8$%e2!A/à"%
'6-75&</L²>!@HA*-ZV->\s?« 6)ÅvÜ  

56%"6%["4' 
rTransactionalv 

c"!Z!$#@HAcc}AG!8V56%"6%["4' @HA&Z>,*R]
sJ2!HhJ? *8A*.òû cVt\, %W/áû ¢¢¢¢ rw¢ 
J\!}! Claim 8VfRn_67',56ú\WT©û Shipping 

statusvÜ 

-O"%" rStatisticalv ?c"!Z!$#@HAG!/&8V4'. "g(8Vc"!Z!$#*HV/ 
rw¢ J\!}!s?« 6)Å-'>6@HA!"#$%&'G!X[A7ï+
&Z>,'#1*8A/}#@z ê/}#éZ \vÜ 
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V%*"+R"'hi;!jL!

'G#4')b  rReportingv ?'G#4')b @HA5%É.G!*'Ç6J\t/*8A*.ò
&\)%7 -5267S&7Ch!*Ä Ô 6$!B&78$!9 rw¢ 
'G#4')b -/"cY"XAû @X!4'-&/0g8vÜ 

/>zm' 

56f!c"!Z!$# 

(Data Owner) 

-\*ÑPZ&cc}Az>-5%É.*AVzál/^', P%O!$#, !",
(>)g8c"!Z!$# 58/Å\,X[A74'#A758/*AV4'
@J&' \@A&c"!Z!$#*ÄHA76>(QA*X|,*cÇ%&Z>,*EA
6\),q/}#Ü 

6>(QA5(675(,c"!Z!$#  

(Data Custodian) 

-\*ÑHA7'h6.![6>(QA, !V%"6>(QAj&C!, s?« 3' 
j&nC+, 5(l] Ô !^f')1'HIGA ê -L5E-
^f')1@HA&\)%7*EA6\),!",/*3dG#
W!4'56/hA 4'*56V5G-7 ê4'ò%5%S,c"!Z!$#Ü 

6>(QA*3åV5658l%[&/0c"!Z!$#  

(Data Consumer) 

-\*ÑHA7'h6.![6>(QA, !V%"6>(QAj&C!, s?« 3'
j&nC+, 5(l] Ô !^f')1'HIGA ê -L5E-
^f')1@HA*3åV5658l%[&/0c"!Z!$#'6-756f!
c"!Z!$#&Z>,R/?6>(QA5(675(,c"!Z!$# ês?« 3' 
^f')1Ü 

6>(QAP "̀GA&"JKc"!Z!$# ê 

6>(QAP3"4'&"JKc"!Z!$#  

(Data Steward) 

-\*ÑHA7'h6.![6>(QA, !V%"6>(QAj&C!, s?« 3'
j&nC+, 5(l] Ô !^f')1'HIGA ê -L5E-
^f')1@HAt/S! 5^.5?. 5%±%8"!"%+ !",
C\'>~4'P!>.%[5&6z$)u P "̀GA&"JKc"!Z!$#@HA
G!58/*58Ç,Ü 

g8*cÇ,Å%7 

gá /ç c"!Z!$#!l,5%É.@J&' \@A&gá /ç 6RY 678V56%"6%["4' 
56ú\*2_ , c"!Z!$#!l,5%É.@J&' \@A&56ú\*2_ , 

56ú\WT© c"!Z!$#!l,5%É.@J&' \@A&56ú\WT© 
56ú\@z c"!Z!$#!l,5%É.@J&' \@A&56ú\@z 

56ú\5%V2- c"!Z!$#!l,5%É.@J&' \@A&56ú\5%V2- 

56ú\ã2- c"!Z!$#!l,5%É.@J&' \@A&56ú\ã2- 

56ú\éZ \ c"!Z!$#!l,5%É.@J&' \@A&56ú\éZ \ 

. "3V^â-[ 

@J&' \@A&
*S#
íY A7 

?5&S- c"!Z!$#@J&' \@A&?c5/,75&S- 

Reporting 

(PDF, Word, 

PTT) 

c"!Z!$#@J&' \@A&?c5/,7 PDF, Word, 

PowerPoint 

Excel c"!Z!$#@J&' \@A&?c5/,7 Excel 

CSV c"!Z!$#@J&' \@A&?c5/,7 CSV 

8V568$!9
*Ä568$!9 

JSON c"!Z!$#@J&' \@A&?c5/,7 JSON 

XML c"!Z!$#@J&' \@A&?c5/,7 XML 
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V *"+R"'hi;!jL

g8'*-V6

^f')1 rPublicv c"!Z!$#@HAsJ@J&' \@A&-5267^f')1ch*Ä
WXY&Z>, rInternalv c"!Z!$#-5267@%@J&' \@A& !",*56V5G-7WXY&Z>,

5&-},
8$%e2!-2© %7 
rConfidentialv

c"!Z!$#-2© %7-5267̂ O 6$! @HAsJ@J&' \@A&
!",*56V5G-7G! &Z>,&')V 2!4'#A758/8V
56f!c"!Z!$#Ü

Restricted c"!Z!$#@HA2!g8'*-V6üá \, *LV#sJ2!
XA6_]BA7HA7 Ô 6$! &Z>,&')V 2!4'*AJfá #Ü

3ó8XL+f6£8F#=2*#'86(!F?M,"*X*B`3ó8XL+@8-e+3-fg8"5V *"+R"'hi;!jLà 3`M+
3¦Mãu@&3d,2*,"*X*B`Ç5 *'RJ!f=F $c @&3d, 3|`Öñê8å99LAl'2*<j &B* Öf=8XL+
30ì'e9 *,"*X*B`fJ5y ?*G|', ?*Gt`à 56(J =9"*Ö9*<'3?M?*Gà 56£`, @,?o'fg *"+
&6(L = y3fM9 fJ5&l[ ã8XL+'J&>?,M $T Å+3@#9â

'h6g8cV °º¬ 4'&\)%78Vc"!Z!$# rData Discovery) *ô&Z>,5&-},*-HI&"JK !",L"'MN.%O>
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@8&AB(C *" 7 &*897@&?B*G&35V8; ",]?B!^ *@8-e+3-fg8"5V *"+R"'hi;!jL
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