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ACAR VHR& (O * 14+ 1y — 1&/Q(Accounting and Auditing Regulator)
Al &Z —&I*9ThpArtificial Intelligenceq
API I'#$%REBNEF $+- /d ZpApplication Programming Interfaceq
ASYCUDA! (&?BGB (&;1897*XB t ~YpAutomated System for Customs Data)
CamDX U=\ &§, “XB 89p/t(Cambodia Data Exchange)

CamDigiKey w—=— z=KF1s-ZA 1 "PO*NRPR—89p/tpCambodia Digital Key)

CFRSMC (O 1&ABA'5(67( ,56839—:;,65/5&/% (Cambodia Food Reserve
System Management Commission)

CGMC O ’&/e's5(69( L 0A:, BY'CR/8/2 (Commercial Gambling
Management Commission of Cambodia)

COBIT Control Objectives for Information and Related Technologies

DEBC t ({8 M 3—TFg5SVv-+mIBSMNPN=!pDigital Economy and Business
Committee)

DMFASH 1&?BE&A+&A= 1, =tR"hi!j(Debt Management and Financial
Analysis System)

DPI% IR |d50 —9BRYN— <} ({!pDigital Public Infrastructure)

EFIY ;v ] <3*3—F85v+R*hi!j(Economics and Finance Institute)

EFPC O 1&ZBA*"EA V' FG#H*—HRIK 1, L"MNeEconomic and Financial
Policy Committee)

FMIS (&?B&5SY;, ] ?B" *—{ &F'It&A+R*hil=73}"' C{i(Financial
Management Information System)

GDB P(R#&S'T.A (General Department of Budget)

GDCE P(R#&S Y (#F 1,'3&'&/2 (General Department of Customs and
Excise)

GDDE P(R#&S 1*—HRIKIQVA (General Department of Digital Economy)

GDIA P(R#A#&S T —.1&/1X&Z (General Department of Internal Audit)

GDICDM P(R#&S 1 — L 56%6%K'P 1[ 2% 1 5(67( , 6A (General
Department of International Cooperation and Debt Management)

GDR P(RHAE&ES 'S N H#XAG]BATSH NN (%2, P~ Uali(General
Department of Resettlement)
GDNT P(R#&S 1'WRE"?%"(General Department of National Treasury)

GDP 1tO ~ 8 |g-3S=*3—A" (General Department of Policy)
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GDPFMIT

GDPP

GDPPP

GDSNAF

GDSNR

GDT

GID

GS

GSC

GS-FSA

IRC

LC-MEF

NCPEC

NPCA
NRMIS

NSPC
OBR

RPR

SARMIS

SERC

SNEC
SOC

P(R#&S16*JK.£d8%& 15(67( , L"MNe@~F" D 1 (General Department
of Public Financial Management Information Technology)
P(R#&STAcC8/0T D 1 (General Department of Public
Procurement)

P(R#&S1'g8?IH(hi ,'HI J&C1 (General Department of Public
Private Partnership)

P(R#&S ' L"MNPIG AKRBBA / ?%"(General Department of Sub-
National Administration Finance)

P(R#&S15¢c8+—/:%fHI T, IDhA/1i/ 1 ~*88 1A General Department
of State Property and Non-Tax Revenue)

P(R#&S181S" (General Department of Taxation)

PE34'3! (General Inspectorate Department)

1'ti=Am#' |g~ (General Secretariat)

(O 1&ABA'HRRWA ' M'(&c5/ , A'5(67(, L"MN:©O~F' D 1 (Steering
Committee of the Public Financial Management Reform)

1t=Am#" |g-Cyv"3I—NR*Ni{1P*19*mOS" (General Secretariat fi
Non-Bank Financial Service Authority)

1'7#%&'FRN67,&/2 (Insurance Regulator of Cambodia)

5&#56K0 14¥&/QLegal Council i Ministry of Economy and Finance)
(O 1&2ZBA ' ?UXANG8*— HRIR/Z (National Committee of
Productive Economy of Cambodia)

C@RIM' ?%6 AR I\ # (National Payment Certification Agency)
56836*JK&.cd8%& 15(65(, IDhA/ i/ 1 ~"*88 1 IrNon-tax Revenue
Management Information System)

5&A56R0?UEDB"— , @ rNational Social Protection Council)

568396 MEs C\&/ A /5683 6*IK.€d8%& ! rOnline Business
Registration)

1'H#%&'sSC\R/PIAT . %A ", 6 K (Real Estate Business and Pawnshop
Regulator)

56836*JK.cd8%e2 15(65( , 6MEN"*8y Ibc8+— 7/ %fHIrState Asset
Register Management Information System)

IH%& /W65%& /S rSecurities and Exchange Regulator of Cambodiav
WYX 5&A56K0* —HBIRP%"(Supreme National Economic Council)

/Cy/ IUASBNE%NH"— 1= (Security Operation Center)
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SSR V%&' — 1f-=— , @ (Social Security Regulator)
TR 1H#%&'6'3 1 GA&IK Trust Regulator)
TSC /Cy/ DUAG DL 3 IKT*%* 2T (Techo Startup Center)
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g~ "Rl ">?HA4AB—SGISV ! E

1t 6*JR.&d"Y —5264 P ~"Ua rDevelopment Tech Stackv
IXRU1, 2—W*/ tServer Sidev~ —{N*AG*J&.&d éwe&' IHA%GYG —7-5267
P~ U683 XX 11 , %54 # rBackendv U
IX& U1, PR%6YG —7 (Client Sidev- —t{N*AG*JR.¢d éwe&' IFHAKGYG —7
—526P U683 @XR Ui , /Z rFrontendv, &/Bgh—8Yé&/B{A\Desktop U

IABA+ U—Kp9 IARA+ | B3&M\—F
UuEi&?BG
_ Desktop
0& V& 1 gt _ _ Mobile _
Linux, Windows Web o (Windows,
pPlatform / (Android/iOS) _
Linux, macOS)
0Sq
_ PowerShell,
JavaScript, )
H'—"3—"«—& Shell, Python, _ JavaScript, Shell,
o TypeScript, _ _
pScriptingq Ruby, Perl _ Dart, Kotlin AppleScript,
VBScript
Python, Batch
><_I3_I
Java, JavaScript, _ _
897MMm JavaScript, Java, Kaotlin, C#, Java,
. C#, Python, PHP, _ .
pProgramming TypeScript Swift, Dart Python
Ruby, Go
Languageq
PostgreSQL,
MySQL, MongoDB, SQLite, MySQL,
Ya%npB ,*XB ysQ 9 Core Data, Q ysQ
Oracle, MS-SQL WebStorage _ PostgreSQL,
pDatabaseq SQLite
Server, IBM DB2, MS-SQL Server
Redis
Node.js, Tomcat,
U— K89k _
i &BOm Jetty, WildFly,
— y M
. GlassFish,
pApplication _
Wapper service,
Serverq
NSSM
Node.js, Nginx,
U— KB Apache, Tomcat,
—fi &F& Jetty, WildFly, -
pWeb Serverq GlassFish,
Microsoft I1S,

IB&AR(C B*89R?B&35;, ]?B" *i8—e3—F5V+R"hi!|
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Oracle Web Logic,
IBM PAW, Tomcat

Spring, .NET,
ExpressJS,
) AngularJs, .NET, Electron,
NestJS, Django, Flutter,
Framework ReactJS, Vuels, ) JavaFX, Qt,
Flask, Laravel, React-native _
) NuxtJS, NextJS Avalonia
Koa.js, Ruby on
Rails, Node, Odoo
) pub, pod,
pip, mvn, Homebrew,
CocoaPods,
' E&FE+ Composer, Nexus, _ Chocolatey,
npm, Yarn, Bower | Gradle, Swift
Package Bundler, Conan, npm, Yarn,
_ Package
Jfrog Artifactory NuGet
Manager
°&8'Q Gradle, MSBuild,
. Maven, Gradle, Webpack, Gulp,
—0 &Fd;Ne _ XCode, CMake, Xcode,
. MSBuild, Rake Grunt, Parcel
pBuild Toolsq Carthage Gradle, Bazel
Rest-API, JSON,
Webservice / gRPC, Postman,
API Tools Swagger, CURL,
SOAP UI
Retrofit,
) Alamofire, )
. . PyJWT, Gson, JQuery, Bootstrap, ) WinForms, GTK,
Libraries _ Firebase,
Lodash, Requests Axios, Lodash _ Newtonsoft.Json
Glide, Realm,
Provider, Dio
OneSignal,
. Nomsa.gov.kh,
SMS Provider -
Plasgate,
MekongSMS
°&8'Q .
IntelliJ, VS Code, Xcode,
—0 && . . . .
e Eclipse, Spring IntelliJ, Netbeans, Andriod
"Ne
Tool Suite, Maven, VS Code Studio, VS
pDevelopment
Gradle, etc. Code

Toolsq

IB&AR(C B*8IR?B&35Y;, ]?B" *i8—e3—F5V-+R"hi!|
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¥t 6*IR.&d"Y —5266%6%[E:, /S ! (Operation/Monitoring Tech Stackv

Category Tools & Technologies

#'it&FE+8FipSource Controlq

GitHub, GitLab, Bitbucket, Subversion (SVN)

IR |d50—-9B8F
pinfrastructure as Codeq

Terraform, Pulumi, Ansible, Vagrant

Automation & Configuration

Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack,

Consul

Jenkins, GitHub Actions, GitLab CI/CD, Travis ClI, CircleCl,
cep Argo CD, Spinnaker, Helm, Maven, Git, JFrog
Container  Orchestration & | Docker, Kubernetes, OpenShift, Rancher, Nomad,
Management Portainer

U— K97 ipVirtual Machinesq

Proxmox, VMware vSphere, VirtualBox, Oracle OVM,
Nutanix AHV

*ut+ | *e&S9=>7

#'A9 | >t #'8I@AH'SF _ ,

.. o ELK Stack (Elasticsearch, Logstash, Kibana),
PHA—F #'0 # Q) _

.. ZooKeeper, Fluentd, Prometheus, Grafana, New Relic,

;S>tH'5FH&MA—F _

o ) . Loggly, Sentry, Dynatrace, AppDynamics, Splunk,
pMonitoring, Logging, Reporting _

. FortiSIEM, Panorama

& Log Analyticsq
—Ip?8 #'8aIFIssA

i «C < MEF's Security Operations Center (SoC), Web

Application Firewall (WAF), Docker Image Scanner

pSSL Providerq

pSecurity, Identity & _
) (Snyk, ...), Cloudflare, OpenVPN, HashiCorp Vault

Complianceq
&+ °&NISRIL _ ) o ,

] TheHive Project, OpsGenie, Jira, Clickup,
pincident Managementq
H"IMBA —s JUnit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG,
pTestingq Cucumber, Postman, K6
#'49 | *8RL- _ _

] Sentry, Firebase Crashlytics

pError Trackingq
1 Bis=FSSL Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSign,

SSL2buy, Entrust

Message Queue

Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS

' It&+1Y +i8+°&8'Q
pProject Management & Toolsq

Agile, Scrum and Kanban
Confluence, JIRA, ClickUp, Asana Notion, Trello

IBRARCC™ B*89R.?BE&35Y; | ?B" *(8—e3—FGSV+R"Nil|



°&—OB®.18358; 1] | SESC"' —

°&8'Q—0 &E*~XB m6 Apache Spark, Hadoop, Python, R, Apache Kafka, Apache
pBig Data Toolsq Flink, Dask

°&8' Qit&R+86¢C OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO,
pComputer Version Toolsq Keras, ML Kit

°&8'Q—0 &F]<«—s
, *“XB &2 —&\*97T
pData Science / Al Toolsq

TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn,
PyTorch, MATLAB

Frameworks: Django, FastAPI, Flask,

Servers (ASGI/WSGI): Uvicorn, Gunicorn,

Hypercorn,
NOR=3a*N 897 <(0AT - Machine Learning Frameworks: TensorFlow,
pKhmer NLPq PyTorch,

NLP Libraries: NLTK, Transformers, TextBlob,
Sentencepiece, Levenshtein, Phonetisaurus,

SymspellyPy, Fasttext, Hunspell

i#R84pGraphicq Figma, Sketch, Adobe XD, Draw.io

IBRARCC" B*89M®.?BE&I5E; | ?B" *(8—e3—FGSV+R"Nil|
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{t &[, B—2098'Y (Securityv

°&8' \%+&358; "]

FortiGate, Cisco, Palo Alto, pfSense,

Firewalls (WAF)

Firewall _ _
iptables, Checkpoint
Intrusion
) _ Detection/Prevention | Snort, Suricata, OSSEC, Bro (Zeek)
—1p?2&FSE
] Systems (IDS/IPS)
pNetwork Securityq : : :
VPN OpenVPN, WireGuard, Fortinet, Cisco
S
AnyConnect, SoftEther VPN
Content Delivery _
Cloudflare, Akamai
Network (CDN)
o _ Kaspersky, McAfee, Bitdefender,
Antivirus/Anti- ) ]
Symantec Endpoint Protection,
malware
U2i=pR8' G ClamAV, ESET, Trend Micro
= T . | Crowdstrike, Carbon Black,
(Endpoint Security) Endpoint Detection _ .
SentinelOne, OSQuery, Trend Micro
and Response _
(EDR) XDR, Cortex XDR, FortiEDR, Kaspersky
EDR Optimun
Static  Application
Security Testing | SonarQube, Checkmarx, Fortify,
(SAST)
Dynamic Application _ _
_ _ OWASP ZAP, Burp Suite, App Spider,
) Security Testing )
—1p=>?087BG Arachni
i . (DAST)
pApplication Securityq
Software _
N WhiteSource, Snyk, Black Duck,
Composition
_ OWASP Dependency-Check
Analysis
Web Application | AWS WAF, Cloudflare WAF, F5,

Imperva WAF

H &R+ 1 1s- A 8w
#'5F3P&A —F
(Identity and Access
Management - IAM)

CamDigiKey, AuthO, KeyCloak, Okta,

Single Sign-On _

Azure AD, OnelLogin
Multi-Factor Google Authenticator, RSA SecurlD,
Authentication FreeOTP, Cisco Duo

IBRARCC™" B*8OR?BE&ISS; | ]?B" *18 —e3—F5V+R"il|
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Phone _ N
L Firebase, Twilio Authy
Authentication

Privileged Acces

Management CyberArk, BeyondTrust, Delinea
(PAM)
Vulnerability Nessus, OpenVAS, Nmap, Lynis, Burp
L& +=>7 : :
Scanner suite, Acunetix
1 "+3Si : :
- Microsoft ~ SCCM, Ivanti Patch
(Vulnerability ,
Patch Management | Management, ManageEngine Patch
Management)
Manager Plus
H'It&FE+7BN *—|[ 1= OSSEC, Wazuh, ELK Stack
*wii? g Q (Elasticsearch, Logstash, Kibana),
pSecurity Information and Graylog, Splunk, IBM QRadar, ArcSight
Event Management - (Micro  Focus), Azure Sentinal,
SIEM) LogRhythm, FortiSIEM
— 1 p=280rchestrationa
—B (&; 1 897+££"3Cw 1 & TheHive, Cortex, Shuffle, Wazuh,
pSecurity Orchestration, Splunk  Phantom, IBM Resilient,
Automation and Response FortiSOAR, LogRhythm SOAR
- SOAR)

MISP, Open Threat Exchange (OTX),

) Yeti, Anomali ThreatStream, FireEye
Threat Intelligence _
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